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Conceptual Proposal: Accelerating Zero-Day vulnerability discoveries with

enhanced AI methodologies
Abstract

Businesses have problems with zero-day vulnerabilities when releasing products. The problem
stems from the fact that zero-day vulnerabilities take a lot of time and people to discover. While
businesses try to make their products secure as possible, sometimes there are vulnerabilities that
they are unable to find, and they end up having to release the product before they can find
everything. This is where white hats and ethical hackers contribute to finding the vulnerabilities
that companies could not find in their product upon release. While there are bounties set on
finding these, there are also people who will find these vulnerabilities and sell information about
them to others who may have malicious intentions with such information. To avoid these
situations, Al models could be trained to specialize in identifying oversights in products, aiding
and accelerating the discovery of zero-day vulnerabilities by ethical hackers or companies. Due
to the power of something like this, not everyone should be able to access this tool. To keep it
from being used by bad actors and for its intended use of supporting white hats, there should be
an proprietary license for the model distribution in effect to give only specific enterprises or
companies access to these models so that they stay tightly moderated and do not fall into the
hands of bad actors.

Introduction

Major organizations such as Google, Microsoft and Apple are working to push Al as far
as they can, even with Google having its own model, and other companies investing in Al
companies like OpenAl and Anthropic there is extreme pressure for performance. Al is
becoming more centralized and important in everyday life, and it is evolving by the minute. The
evolution of Al could bring great benefits to many fields, but especially the field of
cybersecurity, as it provides a scaling ability never before seen. One of the main areas of
cybersecurity that could be revolutionized is zero-day vulnerability discovery, and although it is
so hard to find them, we have evidence that Al tooling has already assisted in finding one.
Google has reported that they are the first to have Al spot a zero-day vulnerability with the
assistance of DeepMind. This can also be seen with Anthropic’s latest offering “Mythos” that
has created a new buzz as the company claims they found thousands of zero-day exploits, some
more than 20 years old. Due to the nature of such a volatile claim, they have released this new
“Mythos” tool only to a small group of companies to provide them time to patch these
vulnerabilities in the hopes of protecting global internet infrastructure [13].

Competition has never been fiercer between the leading minds behind Al development,
leading to an inevitable collision point between Al safety and rapid development across models
and model capability. This could lead to many advancements, especially in finding things like
zero-day vulnerabilities but with unforeseen costs if not implemented thoughtfully.



I have decided to study this topic because I believe we are being too broad with what we
want Al to do. We want it to be able to do everything all at once, while I think we should
pinpoint niches that would help bolster security and use it more as a maintenance assistance tool,
rather than do everything. If we push the limits of Al advancement too aggressively without
proper control, we risk creating more issues than are solved. The goal of this research is not
necessarily to prove if advancing Al in this way is possible, but rather a framework to maximize
capabilities while limiting unexpected consequences. By centering our focus on specialized,
more impactful roles for Al, companies will be able to improve dependability, lower many risk
factors, and ensure that humans still have a role in overseeing parts that realistically should not
be fully automated.

Project Approach

This project emphasizes the need for training AI models to aid in the discovery of zero-
day vulnerabilities following a careful procedure detailed in our framework. This is not a
physical or lab-based project; and should be approached through methods and designs to ensure
it is ethically implemented into existing systems. Below we detail our methodology, main
decision points and approach to designing a novel framework to this end.

When starting the process of seeking out vulnerabilities, it would be ideal to look at
already existing methods and policies that are currently in effect in software systems to have Al
assistance implemented responsibly. Existing methods may vary from penetration testing to
debugging code or setting bounties for other people to help with finding bugs [8]. All of which
address the problem of human resource limitations. In finding these exploits, there is a finite
amount of time and work commitment, varying depending on the number of people tasked with
finding and patching these bugs. When considering the size of small, agile startup technology
companies, you can see where this causes an inflection point. We wanted to baseline the industry
to see exactly what the standards are and in what way would Al emulation/repetition make the
most technical sense when considering the non-deterministic limitations of transformer
technology.

The next step in this project is to suggest a concept of an AI model implementation that
acts as a tool to assist in the detection of vulnerabilities while maintaining safe and ethical
practices. Such a model can assist professionals and students in the industry by providing reliable
and automated feedback on security practices [6], which reinforces the need for secure coding
principles and reduces the amount of reliance needed from limited expert resources [9]. This
model would be fine-tuned by historical data sets in which vulnerabilities have been found,
including how they were found. This would include examples like secure software development
practices, this could be enforced through strict coding syntax patterns designed to address safety
concerns, like strict linting, all derived from existing patterns in which exploits have been



discovered. The training would prioritize cases in which the model being trained would focus on
taking defensive measures, including spotting scenarios where established practices are not being
properly enforced and are compromising the effectiveness of security [9].
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Figure 1: Closed Weights Access Control Model

The third part of this research would focus on developing practicality and on how safe the
implementation of this system would be. This would emphasize ways to properly measure
accuracy of the model outputs, how many false positives are flagged, how fast the model
discovers these problems, and how it decides to address them. There should also be checks in
place to reduce the risk of potentially misusing this model through extensive monitoring and
controls. We plan to use a layered approach with prompt tuning, fine-tuning, and cognitive
patterns like Chain of Thought (CoT) to guide the Al performance.

The final part of this research, which will ultimately conclude whether or not this model
can be successfully implemented properly and ethically, would focus on how reliable this
approach would be in assisting with the problem that people are not always capable of rooting
out all of these bugs, vulnerabilities, and exploits on their own, so a tool to assist them would
help greatly. The goal of this research is to conceptualize a model that can assist rather than
overshadow humans in the field of cybersecurity.

Research Questions
How can Al aid in the discovery of zero-day vulnerabilities?

How can Al be properly implemented into cybersecurity training in education through self or
formal teaching?



How will the assistance of Al in finding vulnerabilities impact the speed at which new products
can be released?

Methods

For this research, I have analyzed various academic papers on other authors’ findings to
derive a coherent explanation of what we currently know about this subject and what we need to
expand our knowledge on. This will be achieved by gathering various sources to find similarities
in findings among each of the sources, which will pinpoint holes that need more research and
give the research more meaning and justification.

Since this is a conceptual project, I will need to form a conceptual framework relating
topics in my research to one another. This would be through finding correlating evidence among
other research and using my own current and future knowledge to form conclusions as to how
these concepts will relate to one another. Below in Figure 2.0 you can see a diagram of the key
areas of focus.
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Figure 2: Conceptual Model of Al-Assisted Zero-Day Vulnerability Detection System

Al models have been trained to find vulnerabilities while being used in a simulated
format. Prior research has proven that Al-driven approaches can significantly affect the
efficiency in which vulnerabilities are detected by reading historical data from previous exploits
to learn patterns, the automation properties being added to code and system analysis, this in turn,



improving the accuracy of detection and the scalability at which it can occur [5], [6]. According
to S. He, machine learning techniques that have been applied to system logs have shown higher
efficiency in identifying abnormal behavior that would suggest unknown vulnerabilities or
security misconfigurations [9]. As mentioned before, there have been examples reinforcing the
idea that Al can be used to find security flaws, which shows its potential to fundamentally
change how ethical hacking practices are influenced going forward [1] [7]. To further investigate
and provide meaningful responses to these questions, this research will not an
evaluation/benchmark of general purpose state of the art (SOTA) models, but rather will explain
how this conceptually trained model could help increase the number of people willing to go into
ethical hacking by providing a tool that makes the process easier to get into, and also assists
current white hackers by making their jobs easier.

Findings and Discussion

A large portion of the findings will be comprised of knowledge coming from already
existing pieces of research. Reviewing what others have found while they were researching Al
assistance in finding vulnerabilities, building on it, and gathering more information that could
further the research by filling in gaps from what is currently known and unknown. This could be
achieved by interviewing professionals for their insight by asking open-ended questions. The
findings will also be based on how I find correlations between Al tools and how they already
assist in ethical hacking. This way, the research provides an intellectual and clear plan to
implement it safely and effectively. This part of the research will include visual diagrams and
other conceptual frameworks, like the ones mentioned before in the findings, and as mentioned
previously, will make the findings and relationships between the research questions and the
previously existing research clear.

Recent discoveries in Generative Al and Large Language Models (LLMs) have led to a
larger role in cybersecurity concepts like vulnerability detection and threat analysis. LLMs are
now being used across multiple fields, including intrusion detection, malware checks, and secure
software development, proving their ability to process large datasets and mark unusual security
patterns that would otherwise be missed through normal methods [10]. Research into cyber threat
detection will show that LLM-reliant systems will have the ability to counteract the increased
complexity in modern cyberattacks because of its ability to improve detection capabilities
through pattern recognition [11]. These research findings suggest that Al-reliant systems are
becoming increasingly more necessary to assist with mass vulnerability detection in modern
software environments.

More recent studies can further reinforce the effectiveness of LLM-reliant approaches in
vulnerability detection tasks. An example of this would be a proposed model like SecureQwen,
which has shown a high accuracy in analyzing datasets containing millions of code samples to



identify various types of software vulnerabilities [12]. These findings show that Al systems'
ability to automate normally manual processes helps with reducing human oversight needed to
review code while also increasing detection speeds and reliability. To build on these findings, the
research includes these abilities in a framework that focuses on safe and responsible
implementation, making sure that it can be used reliably to support professionals and others
entering the field of cybersecurity.

Conclusion

This research provides a conceptual proposal for the training of specialized Al models to
help cybersecurity professionals and ethical hackers in finding zero-day vulnerabilities. By using
historical data of past vulnerabilities, secure coding practices, and databases to train these Al
models, problems mentioned earlier, like human resource limitations, will be addressed by
lowering the workload required to find these, as opposed to the current slower times in detection.
The access to these models will be limited through a closed weights approach, which means that
this model will only fall into the hands of approved organizations rather than being given out to
everyone, including bad actors who will use this tool to exploit it. If properly developed and
distributed, these models can speed up the rate at which vulnerabilities are found, which in turn
makes future products safer upon release, since there will be fewer vulnerabilities to take
advantage of. Eventually, the focus will be on successfully developing a design for this concept.
This would involve looking at how optimal and precise the model is in detecting vulnerabilities,
whether it be through false positives or vulnerabilities in the system, and how it can be properly
integrated into future cybersecurity training and education programs.
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Figure 3: Conceptual Framework of Al-Assisted Vulnerability Detection System

This conceptual framework, shown in Figure 3, shows the significance of responsibly
structuring Al implementation. To ensure the tool is used as an assistant, there should be an
emphasis on specialized training data, targeted model development, and human-in-the-loop
oversight. This proposed solution would help reduce the occurrence of false positives and limit
the amount of misuse that could happen with the model while also maintaining high accuracy in
vulnerability detection.

In addition, there should be a controlled access layer included with the closed weights
distribution model to limit the exposure of powerful tools like these. By limiting access to
verified organizations, and keeping human oversight, this helps address potential concerns raised
because of this product while ensuring higher efficiency in advancing cybersecurity. Overall, this
approach will support more efficient detection in zero-day vulnerability discoveries while
ensuring that human oversight is still necessary.
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