
Paper ID #51859

GenAI-PassLab: Advancing Password Security Learning Through Generative
AI

Mr. Tyler Earl Judd, University of Michigan
Oguz Kagnici, Bogazici University
Ali Arslan, University of Michigan - Flint

Ali Arslan is a researcher with interests in cybersecurity and applied machine learning. His work broadly
explores data-driven security analysis and responsible use of computational methods. He is currently
focused on advancing reproducible and ethical research practices

Alvin Huseinovic
Grace LaBelle, University of Michigan
Dr. Halil Bisgin, University of Michigan - Flint
Prof. Suleyman Uludag, University of Michigan

©American Society for Engineering Education, 2026



GenAI-PassLab: Advancing Password Security Learning
Through Generative AI

Abstract

Artificial Intelligence and cybersecurity are converging rapidly, yet cybersecurity
education has not kept pace, particularly in equipping students with hands-on experience at
the intersection of machine learning, data science, and security. This paper introduces
GenAI-PassLab, a modular, research-informed laboratory advancing password security
education through generative AI. The lab enables students to engage with Large Language
Models (LLMs) for password generation, strength evaluation, and adversarial analysis,
connecting recent research to practical cybersecurity instruction.

GenAI-PassLab addresses a longstanding gap in computing curricula: the lack of applied
laboratory infrastructure for teaching AI-enhanced cybersecurity, what we term AI/ML/DS for
Cybersecurity (AMD4CYB). While platforms such as SEED Labs and Labtainers have
advanced cybersecurity pedagogy, few integrate LLM-driven methods for password research.
GenAI-PassLab fills this niche by allowing students to explore how AI models learn and
replicate human password patterns, assess model behavior, and evaluate password strength
using both heuristic and AI-based tools.

Implemented using the Labtainers containerization platform, the lab deploys custom
GPT-2 models trained on real-world datasets including RockYou and Have I Been Pwned
(HIBP). The lab manual includes pre-lab assessments, structured walkthroughs, and post-lab
activities aligned with ABET, ACM CSEC 2017, and NIST NICE competencies.

Classroom deployments in upper-level undergraduate courses demonstrate strong
outcomes: 100% of students reported expanded cybersecurity knowledge, 94% reported
expanded AI knowledge, and the majority reported heightened awareness of real-world
password vulnerabilities. The lab averaged a difficulty rating of 2.77 out of 5 and a
completion time of 3.5 hours. These results position GenAI-PassLab as a scalable,
research-aligned tool and a foundational component of a broader AMD4CYB lab ecosystem
bridging AI research and cybersecurity pedagogy.

1 Introduction
Cybersecurity remains a critical global concern and is consistently ranked among the most
significant technological risks by the World Economic Forum (WEF), as highlighted in its 2024
Global Risks Report [1]. Despite growing awareness and investment, the frequency, complexity,
and persistence of cyber threats continue to outpace defense mechanisms [2, 3, 4]. Industry
reports warn of an increasingly hostile threat landscape, wherein cybercriminals benefit from
abundant tools and resources, widening the gap between offensive and defensive capabilities.
Cybersecurity is now widely recognized as a strategic imperative and a catalyst for resilience,
innovation, and competitive advantage in the digital economy [5].

Figure 1 illustrates the expanding market for information security products and services,
underscoring cybersecurity’s pivotal role in digital infrastructure.

Yet, this growth is shadowed by a persistent workforce crisis. The 2023 ISC2 Cybersecurity
Workforce Study [7] estimates the global cybersecurity workforce at 5.5 million, up 9% from the
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Figure 1: Market revenue for information security products and services worldwide from 2015 to
2023 [6].

previous year, but still leaves a staggering shortfall of over 4 million professionals. Figure 2
depicts this global talent gap, with regions like Asia-Pacific facing the steepest shortages.
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Figure 2: Cybersecurity workforce gap by region (2023) [7].

The U.S. Bureau of Labor Statistics projects a 33% increase in demand for cybersecurity roles
over the next decade. However, this need is compounded by chronic underemployment, talent
attrition, and training bottlenecks [8, 9]. In response, both the private and public sectors are
prioritizing cybersecurity education, as seen in legislative initiatives like the Cybersecurity
Awareness Act [10] and expanded corporate training investments [11].

Concurrently, artificial intelligence (AI) with its subfields of machine learning (ML) and data
science (DS) has emerged as a disruptive force reshaping industries. As shown in Figure 3, the
global AI market is projected to grow from $241.8 billion in 2023 to nearly $740 billion by
2030 [12].

The intersection of AI and cybersecurity offers transformative potential. Investment in AI-driven
cybersecurity is accelerating rapidly, as shown in Figure 4, with the AI cybersecurity market
expected to grow more than fivefold by 2030.

AI-powered solutions are already demonstrating their value in malware detection, intrusion
prevention, and anomaly analysis [14]. However, despite promising research, these innovations
have yet to be systematically translated into educational curricula. Particularly lacking is an
integrated framework for teaching AI, ML, and DS in the context of cybersecurity, what we term
AMD4CYB.

Positioning of AMD4CYB The AMD4CYB framing introduced in this work is intended as a
curricular and pedagogical lens rather than as a standalone national initiative or alternative to
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Figure 3: Worldwide AI market size from 2018 to 2030 [12].
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Figure 4: Projected growth of the AI cybersecurity market (2023–2030) [13].

existing programs. It aligns with broader efforts such as NSF- and NSA-supported CyberAI
initiatives by emphasizing the integration of artificial intelligence, machine learning, and data
science concepts within cybersecurity education. AMD4CYB complements these efforts by
focusing specifically on course-level instructional design and hands-on laboratory experiences
that can be adopted incrementally within existing curricula. In this sense, AMD4CYB serves as a
localized, practice-oriented instantiation of broader educational priorities rather than a competing
framework.

To date, there are no widely adopted lab infrastructures that integrate AMD4CYB concepts in a
modular and extensible manner. While successful initiatives like SEED labs [15] and
Labtainers [16] exist for general cybersecurity training, no such resources address AMD4CYB
comprehensively. Our extensive survey across published literature, academic courses, online
certificates, government and industry grants, educational tools, and community tutorials confirms
this gap.

Although some pioneering efforts toward AMD4CYB curricula are underway, they remain
fragmented and immature. As discussed further in Section 3, the pace of curricular innovation has
not kept up with the urgency for skilling the future cybersecurity workforce.

Our contribution in this paper is the introduction of GenAI-PassLab, a novel, research-driven



cybersecurity lab that empowers learners to explore password generation using generative AI
techniques. To the best of our knowledge, this is the first hands-on lab focused specifically on
password generation using generative AI, and one of the first to extend AMD4CYB into
classroom-ready, modular materials.

Our lab builds on principles outlined in our prior work [17], where we translated peer-reviewed
research into tangible educational experiences. GenAI-PassLab continues this mission by
offering:
(1) Real-world relevance: Use cases are grounded in published academic research and reflect
practical password security challenges.
(2) Open and extensible infrastructure: Labs are implemented using virtual machines and Docker
containers to ensure reproducibility and scalability.
(3) Dynamic content generation: Learners interact with and analyze AI-generated passwords
using modern prompting techniques and evaluation metrics.
(4) Standards alignment: Materials map to ABET Computing Accreditation Criteria, ACM CSEC
2017 Knowledge Areas, and NIST NICE competencies.

GenAI-PassLab represents the initial phase of our broader vision: to develop a comprehensive
suite of AMD4CYB labs that bridge the gap between cutting-edge research and accessible,
high-impact cybersecurity education.

While the broader challenges of cybersecurity education and authentication technologies are well
documented, this paper intentionally limits its scope to a single, focused instructional experience
centered on password-based authentication. Passwords remain a widely deployed mechanism in
practice and a useful pedagogical entry point for examining adversarial behavior, generative
modeling, and ethical considerations in cybersecurity education. Accordingly, the remainder of
the paper prioritizes the design and classroom use of the GenAI-PassLab experience over an
exhaustive treatment of alternative authentication mechanisms.

Educational Goals
The design of GenAI-PassLab is guided by the following educational goals:

• G1: Enable students to understand how generative language models can be applied to
password generation and adversarial security analysis.

• G2: Help students compare traditional heuristic-based password strength evaluators with
AI-based approaches, and reason about the strengths and limitations of each.

• G3: Develop student intuition about how model architecture, training data, and training
conditions influence the quality and security properties of generated passwords.

• G4: Promote ethical awareness regarding the use of leaked or real-world password datasets,
including considerations of privacy, consent, and responsible data handling.

The rest of the paper is organized as follows: Section 2 provides the background about password
security. A brief discussion of the related work is presented in Section 3. Section 4 elaborates on
GenAI-PassLab. Evaluation of the lab through a survey from computing students is given in
Section 5 with findings in Section 6. Concluding remarks are in Section 7.



2 Background
Prior work has extensively documented the importance of hands-on cybersecurity education, the
persistent challenges of password-based authentication, and the growing influence of artificial
intelligence in security contexts. Rather than reproducing this body of work in full, this section
briefly situates GenAI-PassLab within three intersecting strands of literature: (1) experiential
cybersecurity education, (2) pedagogical approaches to teaching password security and
adversarial thinking, and (3) emerging uses of generative models in computing education. This
focused review provides the necessary context for the lab design while allowing the paper to
concentrate on the instructional experience itself.

Password security remains a cornerstone of digital authentication, yet decades of real-world
breaches expose ongoing failures in storage practices, user behavior, and system design. Despite
the rise of multi-factor authentication and biometrics, passwords continue to dominate due to their
ease of implementation and user familiarity.

Over the past two decades, high-profile data breaches have repeatedly highlighted these issues. In
2007, hackers extracted plaintext usernames, emails, and passwords from over 250,000 users of
the gambling platform FoxyBingo. MySpace’s 2008 breach affected over 350 million users,
where passwords were hashed using a flawed SHA1 implementation that truncated them to 10
characters and converted all uppercase characters to lowercase. In 2009, the MoneyBookers
breach exposed 4.5 million accounts, including sensitive recovery questions [18]. Gawker
Media’s 2010 breach exposed over 1.3 million credentials, where only the first eight characters of
passwords were encrypted, allowing attackers to reconstruct access using source code leaked
from internal servers [19]. These examples reveal systemic weaknesses in how passwords are
stored and processed.

Datasets from such breaches are now central to both offensive and defensive security research.
Sites like haveibeenpwned.com, developed by Troy Hunt, allow users to search their email
addresses to determine breach exposure. On the attacker side, massive dictionaries like
RockYou2021 (8.5B passwords) and RockYou2024 (9.9B passwords) [20] are widely used for
brute-force attacks and statistical modeling. Table 1 summarizes common passwords by length
from the 2025 Specops report [21].

These insights into weak password usage have spurred tools like HashCat, which uses rule-based
transformations to crack passwords. However, traditional approaches are constrained by
predefined dictionaries and static heuristics. Recent advances in machine learning, particularly
the rise of Large Language Models (LLMs), offer a data-driven alternative.

Models like PassGAN [22] and PassGPT [23] can learn probabilistic patterns from leaked
datasets and generate passwords that mimic human tendencies more closely than rule-based tools.
Our previous work compared GPT-based password models against HashCat and found that while
LLMs generate more diverse outputs, they still struggle with high-entropy, human-generated
passwords [24, 25] . Nonetheless, the flexibility and realism of LLMs make them valuable for
both research and education.

In addition to generation, LLMs are being used for password strength estimation. Traditional
strength checkers like zxcvbn [26] rely on heuristic rules, entropy, and pattern matching. Newer
models incorporate edit distance measures (e.g., Levenshtein distance [27]), neural networks, and



Table 1: Top 3 Most Frequent Passwords by Length [21].

Length Count Top 3 Passwords
6 43.6M 123456, 000000, 123123
7 26M 1234567, a123456, welcome
8 189M 12345678, Password, Password
9 153M 123456789, Aa@123456,

Admin@123
10 160M 1234567890, qwertyuiop,

987654321
11 115M 12345678910, Welcome@123,

qwerty12345
12 92M admintelecom, Password@123,

Pakistan@123

even one-class SVMs, as seen in PassMon [28]. Prompt-based techniques now allow ChatGPT
and similar models to evaluate password predictability and security posture [29, 30].

Modern frameworks such as PassTSL [31] integrate password generation and strength analysis
within a single system using transformer architectures. These hybrid designs signal a shift toward
intelligent, adaptive password security solutions that reflect both user behavior and attacker
sophistication.

Despite these advancements, cybersecurity education has yet to fully embrace AI-driven
password modeling. Most curricula still focus on traditional threat models and legacy tools,
missing the opportunity to introduce students to modern generative techniques. Bridging this gap
is essential to prepare learners for current and emerging security landscapes.

Together, this literature highlights the need for instructional experiences that move beyond static
datasets and tooling toward student-centered exploration of adversarial behavior, a gap directly
addressed by the GenAI-PassLab design described next.

3 Related Work
Research in cybersecurity education has increasingly emphasized experiential learning,
gamification, and accessibility. Hands-on approaches have been shown to improve student
comprehension and retention. Zeng et al. [32] showed that virtual lab environments that simulate
realistic scenarios enhance learning outcomes. SEED Labs [15] and Labtainers [16] are two
prominent examples that have shaped cybersecurity pedagogy through modular, containerized
exercises.

GenAI-PassLab builds upon this tradition by introducing generative AI models into password
security training; an area largely missing from existing hands-on resources. Our work also aligns
with curriculum design efforts targeting ABET accreditation [33, 34, 35, 36]. These studies
emphasize the importance of integrating modern technologies into computing education to meet
evolving workforce needs.

Emerging literature has highlighted the role of LLMs in cybersecurity, from threat detection to



vulnerability analysis [37, 38, 39]. PassGAN [22] was among the first to use Generative
adversarial network (GANs) to replicate password distributions, while PassGPT [23] advanced
the use of LLMs for syntactically plausible password generation. Our lab adopts similar
approaches and exposes students to models trained on real-world datasets like RockYou and
HaveIBeenPwned.

Cybersecurity awareness for non-computing students has also gained traction. Turner and
Turner [40] successfully introduced password education modules into sociology courses, proving
the versatility of these topics. Likewise, situated learning frameworks [41] and capture-the-flag
games [42] have increased student motivation and interdisciplinary reach.

Studies on password hygiene consistently show poor practices among users, including reuse,
predictable patterns, and weak complexity [43, 44, 45]. Educational tools that simulate attacker
models, such as HashCat or zxcvbn, provide empirical grounding for awareness and behavior
change [46].

Gamification has proven effective in reinforcing these concepts. Scholefield and Shepherd [47]
found that embedding game-like tasks improved engagement and conceptual understanding of
password security. While our current GenAI-PassLab does not yet incorporate gamification, its
modular and interactive design lends itself naturally to such extensions. We envision future
versions of the lab incorporating gamified elements that encourage students to generate, evaluate,
and refine passwords using real LLM models.

In summary, while prior work has laid a strong foundation for experiential cybersecurity
education, there remains a distinct gap in tools that integrate LLMs into password training.
GenAI-PassLab fills this niche with a modular, scalable, and AI-enhanced lab framework that
prepares students for a data-driven security landscape.

Together, these efforts motivate instructional experiences that combine hands-on experimentation,
modern AI techniques, and ethical reflection—an integration that GenAI-PassLab seeks to
provide.

3.1 Hands-On Cybersecurity Education
Hands-on laboratory experiences have long been recognized as essential for effective
cybersecurity education, enabling students to engage with adversarial thinking, system behavior,
and real-world constraints. Prior work in the SIGCSE community highlights the value of
experiential learning through platforms such as SEED Labs and related container-based
environments, which provide structured, repeatable exercises for teaching security concepts
across a range of topics.

More recent efforts have explored password security education using static datasets or predefined
attack models, as well as the use of generative approaches such as PassGAN to study password
guessing behavior. While these approaches expose students to important security principles, they
typically limit opportunities for students to manipulate model training conditions, compare
heuristic and AI-based evaluators, or reflect on the ethical implications of using leaked credential
data.

GenAI-PassLab builds on this body of work by combining containerized deployment with



student-facing interaction with a generative language model. The lab extends prior hands-on
approaches by allowing students to explore how training data, model configuration, and
evaluation strategies influence password generation and vulnerability. In doing so, it emphasizes
conceptual understanding of adversarial models and ethical considerations rather than
tool-specific mastery, complementing existing cybersecurity laboratory frameworks.

4 GenAI-PassLab Development
The lab activities described in this section are explicitly designed to align with the educational
goals outlined in the Introduction, with each task mapping to one or more of the stated
objectives.

4.1 GenAI-PassLab Infrastructure
4.1.1 Platform
We utilized the Labtainer [16] platform, developed by the Naval Postgraduate School, to host our
labs. Labtainers offer modular laboratory environments accessible to students via a virtual
machine. This provides a controlled and consistent setting for various lab activities.

A key advantage of Labtainers is their flexibility, allowing users to create, customize, and easily
distribute their own labs. We leveraged this capability by developing our custom lab and making
it available to students through a simple download link. To use Labtainers, students first install a
virtual machine and download the Labtainers base image.

4.1.2 Process: Creating and Exporting Labs
Lab Creation Our lab development began with selecting our topic. This involved establishing
the necessary groundwork, including any required data generation, based on the work by [24]. We
then focused on designing the lab activities and identifying the essential libraries and scripts
students would need.

Once we had a clear lab outline, we began integrating it into the Labtainer environment. This
involved creating a new lab and accessing its Dockerfile. The Dockerfile specifies all required
dependencies and packages for the lab.

The base Dockerfile only contains the dependencies for a basic Linux environment. We modified
it by adding all necessary libraries and scripts required for the lab. These were hosted in a GitHub
repository and cloned into the lab’s build. Once we were done editing the Dockerfile we built and
tested the lab. The overall lab creation process is illustrated in Figure 5.

Lab Exportation and Distribution After testing the lab, we proceeded to export and distribute
it. The first step was creating a Docker Hub repository to store the lab’s Dockerfile and creating a
GitHub repository to host the primary installation files.

We then executed a series of commands to clean, package, and export the Labtainer images to
Docker Hub. Finally, we generated a .tar file, uploaded it to our GitHub repository, and provided
students with a direct download link. A detailed breakdown of these steps is available in Section
10 of the Lab Designer Guide [48]. A high-level overview of this exportation process is provided
in Figure 6.



Figure 5: Lab Creation Process

4.1.3 Process: Accessing Our Lab
To access our lab, students obtained a web URL that they used to download the .tar archive file,
which was available in our GitHub repository. Using this URL, students imported the lab onto
their virtual machine. Once students initiated the lab it automatically fetched all of the necessary
components and dependencies from the designated Docker Hub repository we set up. After these
dependencies were retrieved, students opened and completed the lab. More information on the
specifics of this process can be found in Section 10 of the Lab Designer Guide [48].)

Figure 6: Lab Exportation Process

4.2 LLM-based Password Generation
For this lab, we prepared three GPT-2 models trained using the PassGPT framework [23], each
utilizing a different dataset to highlight how training data impacts password generation. The
overall process for training and generating passwords is illustrated in Figure 7, which outlines
three phases: the Data phase, where a sample password dataset is provided; the Model Training
phase, where batches of passwords are fed into the GPT-2 model; and the Password Generation
phase, where the trained model outputs new password samples. The PassGPT framework uses a
character-level tokenizer, which is better suited for password modeling due to the shorter,
keyword-like structure of passwords compared to natural language. This difference in
tokenization strategies is illustrated in Figure 8.

Model Selection Rationale GPT-2 was selected for GenAI-PassLab based on pedagogical and
practical considerations rather than model performance alone. As a lightweight, open-weight
language model, GPT-2 enables students to train, fine-tune, and inspect generative behavior
within a controlled environment without reliance on external APIs, usage limits, or variable
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Figure 7: LLM Training and Generation Flowchart

pricing models. This supports reproducibility and allows students to directly observe the effects
of training data and parameter choices on model output.

From an instructional perspective, GPT-2 is sufficiently expressive to capture meaningful
statistical patterns in real-world password datasets while remaining computationally feasible for
classroom deployment. Its relatively small size allows experiments to complete within reasonable
time constraints, making it well suited for iterative exploration in a laboratory or homework
setting. Importantly, the learning objectives of GenAI-PassLab focus on understanding model
behavior, adversarial implications, and ethical considerations rather than on achieving
state-of-the-art password generation performance.

While more recent or larger models could be incorporated in future iterations, the use of GPT-2
provides a transparent and accessible platform for teaching core concepts in generative modeling
and cybersecurity.

The lab design is model-agnostic, and alternative generative models could be substituted in future
offerings without changing the core instructional structure.

Word-Based Character-Based

Tokenization

Password P123

Password123 Password123

a s s w o r d 1 2 3

Input

Tokens

Figure 8: Character-Based vs Word-Based Tokenization

4.3 GenAI-PassLab Overview
The GenAI-PassLab lab gives students interactive exercises covering topics such as password
generation using LLMs, password security, and password analysis. The accompanying lab



manual guides students through understanding, generating, and analyzing passwords, and is
composed of several sections including a background, pre-lab questions, a walkthrough, and
post-lab exercises

4.3.1 Models
The lab provides students with access to three pre-trained password generation models including
a model trained on a subset of the Have I Been Pwned (HIBP) [49] dataset, a model trained on the
RockYou [50] dataset and a hybrid model trained on both datasets.

Each model produces password samples with distinct characteristics, allowing students to observe
differences in password quality and composition. Additionally, students are given the option to
train their own model using a provided password list and the PassGPT [23] framework.

4.3.2 Background
This section provides information to help students succeed in later parts of the lab. These
include:

• Password Guessing Models: A comparison of rule-based and deep learning-based
approaches.

• Dataset Sources: A discussion of the origins and significance of the HIBP and RockYou
datasets.

• Password Strength Analysis: An introduction to zxcvbn, a password strength estimator
that uses pattern matching and real-world cracking techniques to estimate the strength of a
password.

4.3.3 Pre-Lab Questions
Students answer a set of questions to assess their understanding of the concepts from the
background section. These questions prepare them for the practical activities and exercises. Some
example questions include:

• ”What are some real-world datasets commonly used to train password-cracking models,
and how were they obtained?”

• ”How does the password strength estimator zxcvbn evaluate the security of a password?”

4.3.4 Walkthrough
This section guides students through setting up the environment and generating passwords with
pre-trained models. First, students will import the lab files onto their local machine. Next, they
will explore the provided scripts and models before using one to generate a set of sample
passwords. Finally students will observe and reflect on the characteristics of the passwords they
created.

4.3.5 Post-Lab Exercises
The post-lab section includes four key exercises that reinforce the lab’s objectives. Each exercise
is followed by a series of questions to evaluate student understanding.

1. Analyzing Passwords Generated Using Different Models: Students generate 1,000



passwords from two models trained on HIBP and RockYou data and analyze them using
zxcvbn. They examine password strength, uniqueness, and character type distribution.

2. Analyzing Passwords Generated with Different Quantities: Similar to the previous
exercise, but students generate 10,000 passwords from each model. They analyze and
compare the statistical differences resulting from the increased dataset size.

3. Analyzing Passwords Using a Merged Data Model: Students generate passwords using
the model trained on both the RockYou and HIBP datasets. They compare the output with
the passwords generated from the individual models, analyzing similarities and differences
in password quality and strength.

4. Training and Analyzing Their Own Models: In this final exercise, students train a
custom password generation model using a provided dataset. They then generate and
analyze a new set of passwords using the techniques from earlier exercises.

4.4 Student Tasks and Learning Activities
GenAI-PassLab is structured as a sequence of guided, hands-on activities that students complete
within a containerized environment. The tasks are designed to support progressive exploration of
password security concepts, generative model behavior, and adversarial analysis, while remaining
feasible within a standard laboratory session. Each activity produces concrete artifacts that
support reflection and discussion.

Task 1: Baseline Password Strength Evaluation. Students begin by analyzing a corpus of
passwords using a traditional heuristic-based strength estimator (e.g., zxcvbn). They examine
password length, entropy estimates, and common structural patterns to establish a baseline
understanding of password quality and attacker assumptions.

Task 2: Generative Password Modeling. Students interact with a pre-trained GPT-2 model
fine-tuned on leaked password datasets to generate candidate passwords. They observe how the
model captures statistical structure in real-world passwords and compare generated outputs to the
original dataset.

Task 3: Model Comparison and Training Effects. Students compare password outputs
generated under different training conditions (e.g., dataset composition or training duration). This
task encourages students to reason about how model training choices influence output diversity,
predictability, and security implications.

Task 4: Adversarial Evaluation. Students evaluate AI-generated passwords using both
heuristic-based tools and custom scripts, comparing model-based generation against traditional
password policies. They analyze which passwords appear strong under heuristics yet remain
vulnerable to generative guessing attacks.

Across tasks, students record observations, generate visualizations, and answer guided questions
that emphasize interpretation rather than tool mechanics. The sequence is designed to emphasize
conceptual understanding of attacker models and system behavior, rather than mastery of a
specific AI framework.

Collectively, these tasks are aligned with the educational goals outlined in the Introduction, with



each activity reinforcing student understanding of generative modeling, adversarial reasoning, and
ethical considerations in password security.

4.5 Adoption and Availability
GenAI-PassLab was designed with portability and instructional reuse in mind. The lab is
implemented using the Labtainers framework and Docker-based containerization, allowing the
environment to be deployed consistently across different computing platforms with minimal
configuration. All dependencies, model artifacts, and supporting scripts are encapsulated within
containers, reducing setup overhead for instructors and students.

The lab is structured as a modular activity that can be integrated into undergraduate or graduate
courses in cybersecurity, computer science, or applied machine learning. In its current form, the
core activities can be completed within a single laboratory session or assigned as a take-home
exercise, with optional extensions for deeper exploration.

At present, the GenAI-PassLab materials are maintained internally to support ongoing refinement.
However, documentation describing the lab structure, learning objectives, task sequence, and
technical requirements is available to interested educators upon request. We plan to broaden
access to the materials in future iterations as licensing and dataset considerations are
addressed.

These design choices emphasize reproducibility and ease of adoption, enabling other instructors
to focus on pedagogical integration rather than technical setup.

5 Evaluation of GenAI-PassLab
GenAI-PassLab was assigned as a homework activity in computing courses during the Winter
2025 semester. Upon completion of the lab, students were invited to complete an anonymous,
voluntary survey designed to capture their perceptions of the learning experience, similar to our
prior work on student performance analysis in computing courses [51].

This study was reviewed by the Institutional Review Board (IRB) at our institution and
determined to be exempt. Participation in the survey was voluntary, all responses were collected
anonymously, and no identifiable student data were retained. All instructional datasets were used
solely for educational purposes within a controlled environment, and ethical considerations
related to the use of sensitive data were explicitly addressed as part of the lab activities.

The survey was designed to gather feedback on various aspects of the GenAI-PassLab lab and
was organized into the following sections:

• Demographics: This section collected background information from the students,
including their graduate status, year of study, academic major and grade point average
(GPA).

• Learning Comprehension: This section aimed to assess whether students felt an increased
confidence in key subject areas after completing the lab.

• General Questions: This part inquired about general aspects of the lab, such as the clarity
of instructions and the time taken for completion.



• Enjoyment, Motivation, and Difficulty Perception: This section gathered student
opinions on their level of enjoyment of the lab, their perception of the lab’s difficulty and
their level of motivation to participate in completing the lab.

• Lab Environment and Technical Understanding: This section focused on the usability of
the lab, including the method students used to set up their virtual machine, the ease of
setting up the lab environment and the ease of navigating the lab interface.

• Learning and Interest Expansion: This part sought to determine. If students learned new
concepts from the lab and if the lab heightened their interest in the subject matter including
cybersecurity and AI.

• Suggestions: This section provided an open-ended opportunity for students to offer any
suggestions for improvement regarding the lab.

(a) Enjoyment Ratings (b) Awareness of Secu-
rity Issues

(c) Interest Expansion (d) Knowledge Expan-
sion

Figure 9: Student Feedback Regarding the GenAI-PassLab.

6 Survey Findings
The responses consisted primarily of upper-level undergraduate students, with a majority
identifying as juniors or seniors.

The evaluation presented in this section is based on post-lab student survey responses and reflects
self-reported perceptions of engagement, confidence, and understanding. The study does not
attempt to measure objective learning gains or compare performance against a control
group.

The survey results show that students had a positive experience. The majority of students
indicated they enjoyed the lab (Figure 9a), suggesting that the hands-on, interactive format was an
effective learning method. However, this enjoyment did not come at the expense of challenge. On
a 5-point scale where 1 was ”Least Difficult” and 5 was ”Most Difficult,” the lab received an
average difficulty rating of 2.77. This indicates the lab successfully struck a balance. It was
challenging enough to be stimulating and to require critical thinking, but not so difficult as to be
frustrating or demoralizing. Students confirmed that this challenge stemmed from the lab’s core
activities and problem-solving tasks, not from unclear instructions or technical setup issues. The
average completion time of 3.5 hours which we believe is a good amount of time to spend
completing this lab.

The data shows a remarkable impact on knowledge acquisition. Every single respondent (100%)
reported that the lab broadened their knowledge in cybersecurity, while 94% reported that it



broadened their knowledge in Artificial Intelligence (Figure 9d). This knowledge gain was not
merely theoretical. When asked about practical application, most students reported feeling ”a lot”
or ”a great deal” more aware of real-world password security issues and vulnerabilities after
completing the lab (Figure 9b).

The lab was also a powerful tool for fostering student interest and engagement. A significant
majority of students, 72%, indicated that the lab heightened their interest in cybersecurity, while
even more (81%) reported an increased interest in AI (Figure 9c).

In conclusion, the survey data confirms that the GenAI-PassLab lab is a well-designed and highly
successful educational tool. It provides an enjoyable and engaging experience that is challenging
for its target audience. Most importantly, it demonstrably achieves its core learning objectives by
significantly expanding student knowledge of both cybersecurity and AI, enhancing their
awareness of practical security issues, and effectively stimulating their interest in these
fields.

7 Conclusion
The rapid advancements in Artificial Intelligence (AI), Data Science (DS), and Machine Learning
(ML) are reshaping both the cybersecurity threat landscape and the tools available to address it.
Despite growing interest in AI-powered solutions for offensive and defensive security,
educational integration of these technologies remains limited. In particular, the intersection of
password security and generative AI offers a compelling but underexplored opportunity for
cybersecurity instruction.

This paper introduced GenAI-PassLab, an extensible, modular, and research-driven lab designed
to bridge this gap. Building on real-world data breaches, large-scale leaked password datasets,
and the growing capabilities of Large Language Models (LLMs), GenAI-PassLab equips students
with practical skills in password analysis, generation, and strength evaluation. To the best of our
knowledge, it is the first hands-on lab focused specifically on password generation using LLMs in
a pedagogically structured format.

Our work demonstrates how recent research outputs, including models like PassGPT and our
prior work [24], can be transformed into hands-on educational material. By combining classical
tools such as HashCat and zxcvbn with modern LLM-based techniques, GenAI-PassLab allows
students to explore attacker models, assess password robustness, and reflect on ethical
considerations related to leaked datasets.

Furthermore, the lab aligns with key curricular frameworks such as ABET criteria, ACM CSEC
2017 Knowledge Areas, and NIST NICE competencies, and is deployable across computing and
non-computing courses alike. Classroom deployments indicated high levels of student
engagement and positive self-reported perceptions of learning related to AI-based password
security.

Looking forward, we aim to extend this work as part of a broader AMD4CYB (AI/DS/ML for
Cybersecurity) initiative, in which we convert our own peer-reviewed cybersecurity research
papers [52, 53, 54, 55] into experiential, self-contained labs. These labs will cover diverse topics
such as such as AI-driven intrusion detection [56, 57], machine learning for cyber-physical
systems [53, 54], and time-series modeling for threat detection [52]. The GenAI-PassLab



materials are currently available to educators upon request and are planned for broader public
release through the NSF-supported National AI Research Resource (NAIRR), ensuring long-term
accessibility and community-wide adoptability.

By lowering the barrier between research innovation and classroom implementation, our
approach enables scalable, accessible, and future-facing cybersecurity education—essential for
building the next generation of practitioners and researchers in an AI-transformed digital world.
While the survey results provide encouraging insight into student perceptions, future work will
focus on incorporating objective learning measures and comparative assessments.
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