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Work in Progress: Packelytics - A Computer Networks Lab Tool
For Enhanced Protocol Experimentation and Learning

Abstract

Computer networking concepts are often difficult for students to connect to real system
behavior when instruction relies primarily on theory or high-level simulations. This work
presents Packelytics, a work-in-progress laboratory platform designed to support experiential
learning in undergraduate networking courses through integrated protocol implementation,
visualization, and hardware-based experimentation.

Unlike existing tools such as Wireshark or network simulators, Packelytics requires students
to directly implement protocol logic by manipulating packet structures and state transitions,
while receiving immediate visual feedback through animated packet exchanges. A
configurable hardware testbench further enables deployment of these implementations on
physical network topologies, helping connect abstract protocol behavior to real-world
operation.

A pilot study involving two student cohorts evaluated the platform using both self-reported
measures and a preliminary objective assessment of conceptual understanding. Results
suggest improvements in student confidence, along with some measurable gains in
identifying and reasoning about TCP handshake behavior. While the current findings are
exploratory, they indicate that combining coding, visualization, and hardware interaction may
support both perceived and demonstrated learning.

Packelytics offers a flexible framework for bridging theoretical instruction and hands-on
protocol experimentation. Ongoing work will expand protocol coverage and include more
structured evaluation methods to better understand its educational impact.

1.0 Introduction

Computer networks are a fundamental component of modern technology and are foundational
to disciplines such as electrical and computer engineering, computer science, and information
technology. Allowing communication, data transfer, and access to information on a global
scale, understanding networking concepts is vital for students who plan on entering a
technology-based industry. As these systems become more complex, the underlying
mechanisms are often recognized by students as abstract and challenging to understand,
especially when instruction relies on theoretical models and static representations.

A key challenge in networking education is reconciling the conceptual approach with
practical comprehension. While students may learn protocol interactions, packet formats, and
Open Systems Interconnection (OSI) layers through textbooks and lectures, they often
struggle with attaching it to real-world behaviour. Existing tools, such as network simulators
and visual aids, can provide high-level views of system-level interactions but simplify the
inner workings of a protocol [1]. On the other hand, tools such as Wireshark expose real-time
traffic but can overwhelm new learners due to the volume of data and lack of instructional
support [2, 3].

To bridge this gap, Packelytics has been developed as an interactive lab tool to allow students
to actively design, implement, and test networking protocols across the OSI layers, while
receiving immediate visual feedback. The tool encourages students to experiment directly
with protocol logic and packet construction through two integrated components: a software
development environment (SDE) and a hardware testbench rig (HTR).



The software environment provides a set of guided lab instructions, a built-in code editor, and
animated visualizations that illustrate packet exchanges for protocols such as the transmission
control protocol (TCP) [4]. This combination allows students to write protocol logic directly
within the environment, iteratively test their implementations, and view animations that can
make difficult ideas concrete to learners. Complementing the software side, the hardware
testbench allows students to construct physical network topologies to generate diverse test
cases and test their logic on hardware. By deploying their protocol implementations onto
these network topologies, students can observe how their designs behave under realistic
conditions. Images of the SDE and HTR can be found in Appendix A.

Incorporating software experimentation and hardware validation aims to support active
learning by allowing students to explore networking concepts through experimentation rather
than observation. The lab activities allow students to improve their problem-solving and
debugging skills which are critical for academic and professional success [5]. By linking
coding, visualizations, and hands-on testing, the tool aims to support a deeper understanding
of network protocol behaviour across layers.

2.0 Lab Design: Protocol Implementation Fundamentals

The lab modules are specifically designed to address the “Theory-Practice Gap” by requiring
students to move beyond passive observation to active protocol development [6]. Each lab
focuses on a specific network layer protocol. For example, TCP in the transport layer or the
Address Resolution Protocol (ARP) in the link layer [7]. Labs do this through four core
coding tasks: decapsulate(), validateHeader (), buildResponseHeader(), and encapsulate().

Across all labs, students must implement decapsulate() and encapsulate() functions to handle
raw byte streams and convert them into protocol headers. This requirement forces students to
master network byte order (Big-Endian) and memory alignment, making abstract header
fields tangible in a programming context. This is a novel coding task introduced by
Packelytics in networking courses, as our institute does not cover this operation within
computer networks and instead only focuses on implementing protocol logic. Students will
also have to develop the functions buildResponseHeader() and validateHeader() to
programmatically handle core protocol logic like establishing a connection in TCP or the
discovery process in ARP. For instance, students must logically differentiate between
different TCP packets (SYN-ACK vs SYN vs ACK) based on incoming header flags. This
task allows students to put the protocol logic learned in class into practice.

Additionally, by separating labs in different layers, Packelytics clarifies the specific duties of
each protocol layer. Students can see how the link layer handles physical address resolution
(ARP) while the transport layer ensures reliable data transmission (TCP), reinforcing the
modular nature of the OSI model.

Lastly, the integration of an animation processor allows students to visualize their code
immediately. If the student discovers an incorrect response in the animation that does not
match their understanding of network protocol functionality, the animation provides a
concrete error representation, fostering critical problem-solving skills essential for
professional success [8].



3.0 Technical Design and Educational Rationale

The technical architecture of Packelytics is a three-tier system (Frontend, Middleware, and
Backend). They are engineered to bridge the “Theory-Practice Gap” by transforming abstract
networking concepts into tangible experimental learning [9]. The system is designed for a
plug-and-play experience, ensuring that students spend their lab time implementing
procedural logic rather than troubleshooting equipment maintenance.

3.1 Standardized Implementation Framework

The platform focuses on a modular software structure that mirrors professional networking
practices while reinforcing core curriculum objectives.

Table 1. Lab Coding Tasks and Their Purpose

Function Names Pedagogical Purpose & Functionality
decapsulate() Teaches bit-level manipulation and network byte order (Big-
Endian) conversion by mapping raw bytes to structured
headers.
validateHeader() Encourages critical reasoning by requiring students to

implement integrity checks on incoming data.

buildResponseHeader() | Focuses on protocol state machine logic, such as
differentiating between TCP SYN-ACK and ACK packets.
encapsulate() Reinforces the serialization process, ensuring that students

can translate logic back into a network-ready byte stream.

3.2 Hardware-Software Integration for Active Learning

The Hardware Testbench Rig (HTR) provides the tactile engagement often missing from
purely simulated environments [10]. While simulators are effective for conceptual theory,
physical hardware is more effective for imparting concrete problem-solving skills and critical
thinking.

= Tactile Engagement: By manually wiring connections between routers and switches,
students visualize how physical topology changes alter data flow.

* Visual-Logic Feedback: The Animation Processor provides real-time visual
feedback that stabilizes the student’s learning trajectory, helping them identify
whether a failure is due to their logic or a physical connection error [1].

4.0 Results

The evaluation follows a pre/post intervention design combining perception-based measures
with an initial objective assessment of conceptual understanding. While the current study is
exploratory, it provides a basis for future controlled comparisons.

To evaluate the effectiveness of the approach, two cohorts of participants were selected to
complete the first lab. Cohort 1 consisted of students with prior experience in networking,
while Cohort 2 included students with little or no prior exposure. Participants completed



surveys before and after the lab to capture their perceptions of learning across key
components, including the coding tasks, hardware interaction, and visualizations.

To assess overall understanding, students were also asked before and after the lab to describe
their understanding of the TCP handshake using a structured set of scored responses, as
shown in Figures 1 and 2.
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Figure 1. Distribution of overall understanding scores for cohort 1
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Figure 2. Distribution of overall understanding scores for cohort 2

As indicated by the survey results, the TCP handshake lab was associated with increased self-
reported understanding of the content in both cohorts, with a greater apparent impact in the
second cohort. In particular, there appear to be relationships between the perceived impact of
the coding task, hardware, and animations. The impacts of these three features are discussed
below.

4.1 Coding Task Impact

Much like the overall understanding above, the impact of the coding task was measured
through students’ selection from one of five score options for two questions. The first
question asked whether students believed the coding task enhanced their understanding of the
TCP handshake. The second question focused specifically on the learning impact of the
encapsulate() and decapsulate() functions, as this represents a novel coding task introduced
in the lab. The scoring system, distributions, and average scores for both cohorts and both
questions are shown below.
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Figure 3. Distribution of overall impact scores of the coding task

Distribution of Impact Scores of the Encapsulate/Decapsulate Task
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Figure 4. Distribution of impact score of the encapsulate/decapsulate task

As shown in Figures 3 and 4, the coding task appears to support improvements in students’
understanding of the TCP handshake, as well as their ability to interpret packet headers
through the encapsulate and decapsulate tasks.

4.2 Hardware Module Impact

Since only one set of hardware modules had been developed at the time of the study, a
smaller subset of participants was able to test the module directly. In total, three participants
used the hardware module, with one from Cohort 1 and two from Cohort 2. All three
participants indicated that the hardware contributed positively to their understanding.

The remaining participants were asked whether they believed using hardware would improve
their understanding of computer networks. The distribution of responses per cohort is shown
in Figure 5.
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Figure 5. Distribution of desire to learn networks with hardware modules

These results suggest that a majority of students who did not use the hardware modules
would have preferred to, while those who used the modules found them helpful. Given the
small sample size, further testing with a larger group is needed to better understand the
impact of the hardware component.

4.3 Animation Impact

Three questions were used to evaluate the impact of the animations. The first asked whether
students felt the animations supported their learning. As shown in Figure 6, responses
indicate a generally positive perception of the animations.
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Figure 6. Distribution of overall impact scores of lab animations

The second question asked whether the lab would have been more difficult to complete
without animations. The results, shown in Figure 7, suggest that animations make the lab
somewhat easier, although the effect appears modest. One possible explanation is that the
TCP handshake represents a relatively simple concept, and the impact of animations may be
more pronounced for more complex topics such as broadcast or multicast communication.



Distribution of Necessity Score of Lab Animations
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Figure 7. Distribution of necessity score of lab animations

The third question asked whether students would prefer to learn networking concepts using
animations in the future. The results, shown in Figure 8, indicate a strong preference for
incorporating animations, even though their impact on perceived difficulty was limited in this
case.
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Figure 8. Distribution of desire to learn networks with animations

5.0 Limitations and Future Work

The current findings are based on a limited sample size and rely primarily on student self-
reported confidence and perceived learning gains. While student perception is a useful
indicator of engagement and usability, it is acknowledged that learners may overestimate
their level of understanding.

Future work will include the implementation of objective performance measures for both pre-
and post-intervention assessments. This may involve the use of concept inventories, as well
as comparisons against a control group using traditional simulation tools.

In addition, input from instructors and domain experts in computer networking will be
considered to help assess the alignment of the platform with current educational and
professional expectations.



Alongside these evaluation efforts, ongoing development will focus on integrating additional
protocols to further explore the scalability of the platform and expand its use across different
areas of networking instruction.

6.0 Conclusion

Packelytics is a work-in-progress computer networking lab tool intended to support student
understanding of networking concepts across the OSI layers. By allowing students to directly
work with protocol logic and packet construction, Packelytics aims to connect theoretical
instruction with practical application in an educational setting.

A key aspect of Packelytics is the combination of a software development environment
(SDE) with a configurable hardware testbench (HTR). The SDE provides structured support
through guided lab activities and a coding environment, along with visualizations that help
make abstract protocol behavior easier to interpret. In parallel, the HTR enables students to
deploy and test their implementations on physical network topologies, helping reinforce
theoretical concepts through hands-on experimentation.

While this paper focuses on the initial transport-layer implementation of Packelytics, the
platform was designed to be expandable to additional protocols and networking concepts. As
part of this ongoing development, an ARP module has recently been implemented, extending
the platform to support instruction at the network and link layers. This module has also been
integrated with the hardware testbench, allowing students to construct physical topologies
and observe packet-level behavior, including the broadcasting nature of ARP communication.
These developments provide additional opportunities for more advanced and interactive lab
experiences.

At the same time, the current study is exploratory and limited in scope. Future work will
focus on broader classroom deployment and more structured evaluation of learning outcomes,
including the use of objective performance measures alongside student feedback. These
efforts will help provide a clearer understanding of the platform’s impact and guide further
refinement.

Overall, by integrating coding experimentation, visualization, and physical testing,
Packelytics offers a practical approach to teaching computer networking. Continued
development and evaluation will help determine its effectiveness in supporting both
conceptual understanding and applied skills in engineering education.
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Appendix A

This appendix includes sample images of the Software Development Environment (SDE) and
the Hardware Testbench Rig (HTR), illustrating key components of the platform used in the
lab activities.
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Figure A5. Hardware testbench rig



