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Work in Progress: Integrating Cyber-Physical Security
Training to the Electrical Engineering Program via

Experiential Learning

Abstract

As industries worldwide embrace the next wave of innovation, the integration of
technologies like cyber-physical systems (CPS) and the Internet of Things (IoT) is
becoming a key driver of change, with applications ranging from autonomous vehicles to
large-scale critical infrastructures. Unfortunately, the increasing use of communication
networks to monitor and control these systems has increased their vulnerabilities to
cyber threats, posing significant risks that can cause economic losses and even lead to
loss of lives. To prepare future electrical engineers for these emerging challenges, it is
essential to include cyber-physical security modules with experiential learning in their
education. These modules should help students develop the expertise to secure CPS
integrated with IoT devices against cyber threats by equipping them with theoretical
and practical tools to analyze system vulnerabilities and design defense measures. With
these skills, students will be better positioned to face real-world challenges and ensure
the resilience and safety of these interconnected systems in our increasingly connected
world.

In this work in progress, an experiential learning framework composed of an embed-
ded development kit and a set of laboratory experiments is proposed, allowing students
to learn foundational principles related to cyber-physical systems security through
hands-on experimentation. The embedded development kit integrates real wired and
wireless communication networks with industrial protocols such as Modbus/TCP, a
real-world programmable logic controller (PLC), models of real-world applications such
as submarine position control and a DC motor speed control, and multiple I/O con-
nections to integrate IoT devices and other external physical systems. The laboratory
material spans multiple areas including principles of system modeling, feedback control
systems and controller design, networking and IoT, deep packet inspection, attack de-
tection, localization, and mitigation, and digital systems, among others. The proposed
experiential learning material has been integrated into existing courses and enabled the
students to learn a variety of skills that are not typically included in EE education.

1 Introduction

In the modern era, the integration of Cyber-Physical Systems (CPS) and the Internet of
Things (IoT) has emerged as a transformative force across a wide range of industries. With
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these technologies, sectors such as energy, healthcare, transportation, communication and
manufacturing are undergoing a revolution [1], as they create interconnected environments
that can make autonomous decisions and respond in real-time [2]. As an example, IoT
devices have enabled the automation of homes, industries, and public services, leading to
greater operational efficiency and better quality of life. In a similar way [3], CPS integrates
computational and physical elements to supply intelligent solutions for critical infrastruc-
ture, such as smart grids, automated industrial processes, and advanced healthcare systems.
In addition to bringing unprecedented opportunities, these advancements also present sig-
nificant security challenges. As CPS and IoT ecosystems become more interconnected, they
are more susceptible to cyber threats [4], from data breaches to large-scale disruptions of
operations. A vulnerability can have far-reaching consequences, including economic losses,
public safety compromises, and even life-threatening consequences [5]. A cyber-attack on
critical infrastructures, such as the power grid or the healthcare system, can disrupt essential
services, underscoring the urgent need for robust cybersecurity measures [6]. CPS and IoT
are becoming increasingly crucial components of critical systems, which makes it impera-
tive for future engineers to possess the skills and knowledge to secure these technologies.
In traditional engineering curricula, systems design and functionality are often emphasized
on a theoretical level without addressing the dynamic and evolving nature of cybersecurity
threats. In order to bridge this gap, cybersecurity education must be integrated into electri-
cal engineering (EE) programs, both theoretically and practically [7, 8]. It has been proven
that experiential learning methods, including hands-on labs, virtual testbeds, and real-life
case studies, can effectively assist students in analyzing vulnerabilities, designing defense
strategies, and implementing resilient systems [9].

There are several challenges associated with developing a comprehensive cybersecurity
curriculum. CPS and IoT security are interdisciplinary fields that require knowledge from
computer science, networking, and communication systems. Secondly, limited resources such
as high costs associated with specialized infrastructure and tools, can hinder educational
module development [10]. Third, curricula must continually be updated in order to remain
relevant and effective as new technologies and threats emerge. To tackle these challenges,
educational strategies must be innovative, leveraging partnerships between industry and
academia, scalable virtual environments, and collaborative learning models [11].

This work in progress presents a low-cost and flexible embedded development kit and a
series of hands-on laboratory modules designed to teach the foundational principles of CPS
and IoT security. Real-world components such as programmable logic controllers (PLCs),
IoT devices, and industrial protocols such as Modbus/TCP are included in the development
kit. Using these tools, students can explore system modeling, feedback control systems,
deep packet inspections, and attack mitigations, developing skills that are rarely taught in
conventional EE courses. The proposed experiential learning approach aligns with the over-
arching objective of producing engineers who are proficient in technical design as well as able
to address the cybersecurity challenges of modern CPS and IoT systems. The laboratory
modules are designed to be adaptable, allowing instructors to tailor the content to specific
course objectives. The developed content will be integrated into different courses of different
levels such as sensors and systems, wireless communications, and control systems, without
affecting their core content. The cyber-security modules will modify only the way the labo-
ratories are conducted introducing the different cybersecurity principles to the main topics
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of the course. For instance, a control system course will shift to include lab experiments
where cyber vulnerabilities are introduced while the focus remains on designing adequate
feedback controllers.

2 Background and Related Work

In recent years, advancements in educational practices have been required due to the quick
growth of monitoring, control, and IoT devices in day-to-day systems as well as large-scale
critical infrastructures. Despite the importance of CPS/IoT security for applications rang-
ing from industrial automation to critical infrastructure, it is often underrepresented in
traditional engineering programs [12]. Some institutions offer specialized courses focused on
hands-on learning [13], such as sensor integration, data transmission, and security protocols
using Raspberry Pi and Arduino platforms. The development of applications that incorpo-
rate real-world scenarios, such as securing industrial protocols, has shown promise in bridging
the gap between theory and practice. It should be noted that some embedded systems pro-
grams have integrated cybersecurity concepts directly into their programs [14], focusing on
topics like network vulnerabilities, intrusion detection, and secure design. In industrial con-
trol systems, educational modules [15] allow students to gain a deeper understanding of the
relationship between process control and cybersecurity, preparing them for real-world chal-
lenges. CPS/IoT security requires experiential learning, which has been demonstrated to be
effective in teaching technical subjects. A virtual lab or environment provides students with
hands-on experience in identifying vulnerabilities, implementing defense mechanisms, and
responding to cyber threats. For example, DeterLab [11] provides controlled environments
in which concepts related to IoT and network security can be explored. There has also been
a growing interest in blended and use-case-based approaches. As an example, programs that
use tools such as Shodan [16] to study Industrial IoT devices offer students an opportunity
to practice cybersecurity. Through this active learning framework, not only are technical
skills enhanced, but also critical thinking and problem-solving abilities are fostered, which
are essential in addressing the complexity of CPS/IoT systems. Similarly, incorporating con-
cepts such as user-centered design and secure architecture into these programs will prepare
students to be able to tackle real-world cybersecurity issues [17].

3 Experiential Learning in CPS/IoT Security

The proposed experiential learning in CPS/IoT Security framework summarized in Fig. 1
has been designed to allow students to learn the main principles of cyber security in cyber-
physical systems and IoT through hands-on experimentation. It consists of the following
main components: i) Embedded development kit (EDK), which consists of a low-cost hard-
ware component that allows performing a wide variety of experiments; ii) lab modules, that
are designed to complement existing curricula of different courses and that are designed to
allow students to learn the fundamental and advanced concepts of CPS security; iii) Indus-
try partners that provide unique insights about existing relevant problems that help tailor
the lab materials. The hands-on experimentation combined with real-world scenarios in this
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Experiential Learning in CPS/IoT Security

Supporting existing topics

- System modeling
- Communication networks
- Control theory
- PLC

New content
- Cybersecurity
        - Vulnerability Assessment
        - Cyber/Physical defense
        - AI/ML for security
- Embedded computing

Embedded Dev. Kit
- Low cost
- Versatile use (home/lab)
- Modular
- User Friendly

Lab Modules
- Adaptable
- Customizable
- Promote team work

Industry Partner
- Provide realistic case 
studies
- Help align material with 
current workforce needs

Figure 1: General description of the proposed experiential learning in CPS/IoT Security

approach will equip students with the skills to address emerging cybersecurity threats while
nurturing a workforce that can seamlessly transition to the workplace.

A key advantage of the proposed experiential learning framework is that it can be eas-
ily incorporated into existing curriculums in EE and CS. Developing modules for CPS/IoT
security allows seamless integration with existing academic courses at the undergraduate
and graduate levels. Key strategies include incremental modules that can be integrated on
CPS/IoT security can be introduced at different academic levels, starting with basic system
modeling and networking courses and progressing to advanced threat analysis and secure
system design courses. Capstone projects can be expanded into course projects that apply
students’ theoretical knowledge and practical skills to real-world problems, such as protect-
ing a smart grid or countering cyberattacks on industrial control systems. Multidisciplinary
collaboration provides a holistic understanding of CPS/IoT security, the modules encourage
collaboration across engineering, computational science, and information technology disci-
plines. Incorporating these modules into current curricula can enhance student engagement
and learning outcomes while ensuring that the material remains relevant within the rapidly
evolving technological environment.

3.1 Embedded Development Kit for Hands-on Experimentation

In this study, the embedded development kit provides a platform for teaching and experi-
menting with cybersecurity concepts in the IoT and CPS context. The proposed embedded
development kit is easily adaptable and low-cost, making it accessible to all students and
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also allowing working in a laboratory setup on campus or from home. As shown in Fig. 2, we
illustrate the end-to-end workflow of the embedded development kit for CPS/IoT security.
Through the integration of real-world hardware components, communication networks, and
user interfaces, it simulates realistic industrial and critical infrastructure scenarios, which
facilitates a deeper understanding of the security principles of CPS and IoT. An embedded
development kit emulates a real-world CPS environment by integrating several intercon-
nected components.

PLC

Sensors

Embedded Development Board

Attacker Interface

Physical system

HMI

Actuators

Microcontroller Microcontroller

Defender Interface

Comm. 
Network

Cyber
attacks

Traffic 
Interception

Intrusion
Detection

System

Network
Config.

Figure 2: End-to-end Workflow of the Embedded Development Kit for CPS/IoT Security

Physical system consists of actuators and sensors that interface directly with the micro-
controllers. As motors and valves are simulated with actuators, temperature, pressure, and
position are measured with sensors. For an understanding of feedback loops and control sys-
tems, these components provide real-world interactions. Two microcontrollers serve as the
primary computational nodes. A sensor sends data to the actuators, and the actuators re-
spond to those commands. Through the use of microcontrollers communicating over a shared
communication network, students have the opportunity to study distributed control systems
and vulnerabilities associated with them. As a result of its integration with microcontrollers,
the PLCs add a layer of industrial relevance to the platform. Using this software, you can
manage complex control logic and mimic real-world industrial configurations. As well as
interacting with the human-machine interface (HMI), this component also allows students
to monitor and interact with the system. Using a communication network that simulates
industrial protocols, microcontrollers and PLCs communicate with each other. Using this
network, traffic interceptions, cyberattacks, and mitigation strategies can be demonstrated.
Tools such as an intrusion detection system (IDS) and network configuration modules are in-
cluded in the defender interface. Through these tools, students can monitor network traffic,
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identify anomalies, and implement security measures in order to protect their computer net-
works. In order to foster a comprehensive understanding of cybersecurity, the development
kit includes an attacker interface that allows students to simulate traffic interception and
execute cyberattacks such as denial-of-service (DoS) and packet spoofing without requiring
advanced programming skills. This will allow students from multiple backgrounds to benefit
from these tools and observe the impact of cyber attacks in physical systems. Using this
controlled environment, defensive strategies can be tested to identify system vulnerabilities
and countermeasures.

This embedded development kit provides a versatile and interactive learning environment
that includes the following features. By using the intrusion detection and network configu-
ration tools, students can simulate attacks on the system and implement defenses. Through
this functionality, they can gain a better understanding of cybersecurity measures in CPS
and IoT environments. By monitoring real-time data from the physical system and inter-
acting with the control processes, the HMI provides insight into the operation of the system
and potential security threats. Through interaction with sensors, actuators, and microcon-
trollers, students gain practical experience in designing, implementing, and troubleshooting
CPS/IoT applications. Industrial protocols familiarize students with the standards used in
modern CPS/IoT systems, enhancing their readiness for employment in industry. An inter-
disciplinary approach to problem-solving is fostered by the platform, which brings together
knowledge from EE, CS, and cybersecurity. This development kit is modular and reconfig-
urable, making it an invaluable tool for teaching CPS/IoT security due to its adaptability for
a variety of educational and research purposes. During this hands-on experience, students
examine vulnerabilities in systems, build robust defenses, and ensure critical infrastructure
resilience.

Embedded Development Kit Implementation Details

In order for students to gain a deeper understanding of CPS and IoT security, the embedded
development kit has been configured so that students can use the kit and learn from it
directly. Microcontrollers such as ESP32 are used in this system because of their high-
performance, low-cost, wireless communication capabilities, and versatility when it comes
to handling industrial protocols. In our initial testing scenario, we have emulated a DC
motor speed control, where a controller aims to take the speed of the motor to a desired
setpoint by controlling the input current. For simplicity, the DC motor is modeled using
differential equations that run in an ESP32 microcontroller, namely, the system ESP32. The
motor speed information is then sent through a wireless network to another ESP32, namely
the controller ESP32, using an industrial communication protocol, Modbus TCP/IP. The
controller ESP32 is connected to a Velocio ACE PLC and executes a PID control logic to take
the speed to a desired setpoint. To close the feedback loop, the control command computed
by the PLC is then sent to the controller ESP32, which then transmits it via wireless to the
system ESP32 to update the dynamic model. Additionally, the Velocio PLC is integrated
with HMI software such that students can monitor system behavior as well as observe the
impact of security threats at any time.

Having a system that emulates a real physical scenario integrated with back-and-forth real
industrial communications allows students to analyze network security using tools such as
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Wireshark packet monitoring to examine Modbus Master-Slave communications and detect
anomalies. Also, students can design and launch their own attacks to observe the impact
they could have on a physical system. The penetration testing process provides students
with the opportunity to simulate unauthorized packet injections, which further reinforces
their understanding of CPS vulnerabilities and mitigation strategies. In our initial tests, 3
students were able to observe the network traffic exchange between the physical system and
the controller, gain a better understanding of how an industrial protocol such as Modbus
TCP/IP works, and launch real sensor attacks that caused the controller to compute wrong
actions that ended up causing the motor to operate in an undesired setpoint. Currently, we
are implementing some of the developed modules in an existing PLC course to gather more
information about the student’s experience.

Due to its modular design, this kit is scalable for large-scale classroom deployments or
remote (hybrid) learning environments with an average cost range of $80 to $150 per unit.
As a result of combining physical hardware, industrial protocols, and cybersecurity modules,
this framework offers students a comprehensive curriculum that prepares them for real-world
scenarios that arise when securing CPS and IoT systems.

3.2 Laboratory Modules

The laboratory modules in this work provide students with practical hands-on experience in
systems and control, networking, and cybersecurity. Using an embedded development kit,
these modules integrate theoretical foundations with practical experimentation, enhancing
learning outcomes and preparing students for real-world challenges.

• System modeling and Control Modules on systems and control introduce students
to system modeling, feedback control systems, and their applications to CPS and IoT.
Through PLCs, sensors, and actuators, students explore fundamental concepts, such as
system modeling, stability, and dynamic response. Proportional-Integral-Derivative (PID)
control algorithms are implemented for simulated processes, such as a DC motor. Exper-
imenting with physical parameters allows students to learn how control actions can affect
system performance and stability. Throughout this module, the interactions between
cyber and physical systems are emphasized, allowing students to gain a comprehensive
understanding of CPS operation.

• Networking The networking module provides students with an understanding of com-
munication networks within CPS/IoT environments. As students work with real-world
industrial communication protocols, they can monitor and configure communication net-
works for data transfer between IoT devices, microcontrollers, and PLCs. Analyze net-
work traffic, including packet flow, protocol behavior, and performance, using tools such
as Wireshark. The effect of network disruptions on system performance, including latency
and data integrity, can be observed by simulating disruptions and monitoring their impact.
Using hands-on activities, students learn networking principles while also gaining a deeper
understanding of the critical role secured and reliable communication plays in CPS/IoT
systems.
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• Cybersecurity The cybersecurity module introduces students to fundamental princi-
ples of IoT/CPS security, emphasizing identifying potential threats and mitigating them.
Through guided experiments, students can investigate common vulnerabilities in commu-
nication networks and authentication of devices as part of a threat analysis. By using the
attacker interface provided in the embedded development kit, we simulate cyberattacks
including ARP spoofing and false data injection attacks. But also, we need to ensure that
communication channels are secured and the integrity of the system is protected by using
defense strategies such as IDS and packet encryption.

3.3 Industry Partners

Industry collaboration is integral to experiential learning, bridging the gap between academic
and professional learning. For example, organizations such as Naval Information Warfare
Center Pacific (NIWC Pacific) have provided specialized insights into industry needs and
challenges to help define real-world examples and case studies that can be part of the pro-
gram. Industry partners can submit authentic scenarios relating to cybersecurity challenges
they are facing today, such as securing industrial control systems ensuring IoT device in-
tegrity in critical infrastructure. Using case studies, students are able to develop problem-
solving skills and practical knowledge by tackling real-world challenges. Access to industry
resources can be done by partnership which provides advanced tools, testbeds, and datasets
that simulate realistic industrial environments, which enriches the learning process. Students
gain insight into industry practices, tools, and methodologies through internships, workshops,
and guest lectures. As a result of direct interaction with industry experts, students graduate
more prepared to join the workforce and contribute effectively to their organizations.

4 Assessment and Evaluation of Educational Outcomes

Assessment and evaluation of educational outcomes in CPS education require multi-dimensional
approaches, especially when targeting diverse student populations like lower-division under-
graduates at California State University San Marcos. Our ongoing project, focused on teach-
ing cyber-physical lessons related to wireless network security, employs a mixed-methods
approach. This includes pre-lesson surveys to gauge student interest and inform curricu-
lum design, alongside ongoing performance assessments within the lessons themselves. This
formative approach allows for iterative improvements throughout the project lifecycle. By
considering both quantitative survey results and qualitative observations within the learning
environment, we aim to measure the effectiveness of our teaching methodologies and their
impact on student learning.

Methods for assessing student engagement and learning gains in our CPS lessons cen-
tered around wireless network security included a pre-lesson survey designed to capture
initial interest levels and prior experiences (see Appendice). This survey was conducted on
18 students who participated in a lower-division course related to this work. The survey was
completed by students voluntarily and provided valuable insights into student perceptions
and helped tailor the lessons to their specific needs. For instance, when asked, ”Would you
be interested in learning about the latest threats and vulnerabilities in wireless networks?”,

8



a combined 94% of students expressed interest (75% ”yes” and 19% ”maybe”). Similarly,
87% indicated they were ”very” or ”somewhat interested” in the technical details of wireless
network protocols. This high level of initial interest provided a strong foundation for en-
gagement. Furthermore, 69% of students reported having experienced a Wi-Fi network issue
or security breach, suggesting a personal connection to the subject matter. These results
underscore the relevance of the curriculum and motivate the students to learn more.

A specific experiential learning assessment mechanism employed in our project involved
hands-on activities simulating real-world wireless network vulnerabilities. This allowed stu-
dents to apply theoretical knowledge in a practical setting, fostering deeper understanding
and skill development. The survey also revealed interesting preferences regarding technol-
ogy: 69% of students expressed the most interest in hardware, with the remainder split
between networking and AI, and surprisingly 0% for software. This preference for hardware
influenced the design of our experiential learning activities, which focused on physical de-
vices and network configurations. Finally, an overwhelming 94% of students indicated they
would ”yes” or ”somewhat” consider taking a course or participating in a research project
related to wireless security, demonstrating a strong potential for continued engagement in
this critical field.

Feedback mechanisms and continual improvement processes are integral to the success of
our CPS education project. The pre-lesson survey not only assessed initial interest but also
provided a baseline for measuring changes in student attitudes and knowledge throughout
the lessons. We are collecting ongoing feedback from students through informal discussions
and observations during the experiential activities. This qualitative data, combined with the
quantitative survey results, informs iterative improvements to the curriculum and teaching
methods. For instance, the strong interest in hardware prompted us to incorporate more
hands-on activities involving physical network devices.

By incorporating these assessment strategies, we can effectively evaluate the impact of our
cyber-physical lessons on both lower-division (undergraduate) students at California State
University San Marcos and upper-division (graduate) students at the University of Utah. The
combination of pre-lesson surveys, experiential learning assessments, and ongoing feedback
mechanisms allows for a comprehensive understanding of student engagement, learning gains,
and areas for improvement. This iterative process ensures that our curriculum remains
relevant, engaging, and effective in preparing students for the challenges of securing cyber-
physical systems.

5 Conclusion and Future Directions

As discussed in this paper, experiential learning approaches are crucial to cybersecurity ed-
ucation for CPS and IoT. Using laboratory modules and an embedded development kit, we
demonstrate a holistic educational framework that bridges the gap between theoretical un-
derstanding and practical application. Key insights and contributions include comprehensive
curriculum design that can be part of the proposed modules, CPS/IoT security concepts will
be seamlessly incorporated into existing EE and CS curricula, so students can progress from
foundational principles to advanced applications over the course of their education. Expe-
riential learning can be integrated by the embedded development kit into the curriculum,
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students have the opportunity to interact with real-world industrial protocols, implement
control algorithms, evaluate cybersecurity threats, and develop mitigation strategies.

Industry collaboration can be the key part. The alignment of educational content with
industry needs is a critical function of partnerships with organizations such as NIWC Pa-
cific. Incorporating real-world case studies and leveraging industry resources, this program
prepares employees for the workplace and bridges the gap between academic learning and
professional practice. Bringing together EE, CS, and cybersecurity concepts allows students
to address complex CPS and IoT security challenges through a multidisciplinary approach.
As a result of these contributions, this work not only enriches the educational landscape, but
also addresses the growing demand for skilled professionals capable of safeguarding critical
infrastructure.

It is increasingly important to explore new technologies and methodologies to enhance
the security and resilience of CPS/IoT systems due to the constant evolution of cyberse-
curity threats. The following areas offer promising opportunities for future research and
development.

Attack detection can be combined by machine learning (ML) and artificial intelligence
(AI), anomalies can be detected in real-time, which includes threats that were previously
unseen. A system that detects intrusions can be made more accurate and faster using deep
learning (DL) techniques. Threat mitigation is implemented by AI-driven defensive strate-
gies to detect and respond to cyberattacks, such as dynamic reconfiguration of systems and
proactive defense mechanisms such as moving targets. Behavioral analysis can be analyzed
by patterns in network traffic and system behavior, AI/ML can discover potential vulnera-
bilities. The investigation of methods for improving the resilience of CPS/IoT architectures
against cyberattacks, including fault-tolerant design and redundancy mechanisms. This can
make more resilient system design possible. In order to secure large-scale IoT networks,
multiple communication protocols and devices need to be accommodated. A cost-effective
approach to implementing advanced security measures in resource-constrained environments.
In this case, scalable security solutions should be explored.

The foundational contributions of this research can be incorporated into future research
to advance CPS/IoT security, enabling professionals and systems to combat ever-evolving
threats. A rapidly transforming technological landscape calls for continued innovation as
a means of safeguarding critical infrastructure and ensuring the reliability and resilience of
interconnected systems.
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