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Instilling Cybersecurity Professional Skills in Undergraduate Computing Students

Abstract

Cyberspace and the Internet provide the backbone of any country's modern economy and
national security. In 2024, there are approximately 400 million small businesses worldwide, with
33.3 million in the United States and 1.29 million in Canada. This represents over 99.8% of all
businesses in both nations. Because of the COVID-19 pandemic, all companies had to go online
and must now adapt to the "always-on" world in order to stay connected with their customers.
These businesses cannot be successful until their customers possess confidence in the security of
their web applications. Cyberattacks are increasing at an alarming rate every year. Reports are
indicating that the cost of cybercrime may rise to $23 trillion by 2027. It is crucial to employ the
right cybersecurity personnel with knowledge and abilities to protect the nation’s critical
infrastructures, such as its energy, communication, water, food, and healthcare. But the public
and private sectors are facing a substantial challenge in acquiring a sufficient number of skilled
security personnel, and the cybersecurity workforce gap is increasing by 19% every year. In
order to deliver the next generation of cybersecurity professionals for entry-level and junior-level
positions, we modified our undergraduate computing curriculum by infusing cybersecurity
modules from Fall 2020 to Spring 2024 that include those that focus on cybersecurity
professional skills. Our external evaluation data shows that students demonstrated particular
confidence in their ability to solve problems, persevere in seeking solutions, and acquire
knowledge in cybersecurity. They also expressed confidence that they will be able to understand
what they learn about cybersecurity.

1. Introduction

Cyberspace and the Internet serve as the foundation of any country's modern economy and
national security since they have become part of the country's homeland, much like cities,
mountains, and coastlines, and practically all of our daily activities, such as shopping and
banking, take place in cyberspace [1]. Because a breach or attack will inflict severe financial loss
on its stakeholders, which can range from national governments to small enterprises and
individuals, cybersecurity is an essential component in the process of preserving a nation’s
economic and financial stability [2].

Cyberattacks are increasing in frequency and severity at an alarming rate. During a U.S. Senate
hearing in March 2013, leading intelligence officials cautioned that "in the future, the cyber
threat will be the paramount threat to the nation," surpassing terrorism [3, 4]. This assertion was
reiterated in a 2019 survey of 200 global CEOs and 100 senior investors of billion dollars or
more conducted by management consultancy EY [2, 5]. The U.S. Agency for International
Development Assessment indicates that the cost of cybercrime is $8 trillion in 2023 and may rise
to $23 trillion by 2027 [2].

Barracuda Networks, a cloud security company, conducted a year-long study in 2021 that
revealed small businesses with fewer than 100 employees are three times more likely to be
targeted by cybercriminals than their larger counterparts [6]. The U.S. Agency for International
Development Assessment indicates that within six months of being subjected to a cyber attack,



as many as sixty percent of micro, small, and medium-sized enterprises (MSMESs) go out of
business [2]. MSMEs are the backbone of all economies, including developed countries such as
the US and Canada. In 2024, there are approximately 400 million small businesses worldwide,
with 33.3 million in the United States and 1.29 million in Canada. This represents over 99.8% of
all businesses in both nations [7, 8]. Because of the COVID-19 pandemic, all companies had to
go online and must now adapt to the "always-on" world in order to stay connected with their
customers [9]. These businesses cannot be successful until their customers possess confidence in
the security of their web applications.

It is crucial to employ the right cybersecurity personnel with knowledge and abilities to protect
the nation’s critical infrastructures, such as its energy, communication, water, food, and
healthcare. But the public and private sectors are facing a substantial challenge in acquiring a
sufficient number of skilled security personnel. The first look at the ISC2 cybersecurity
workforce study 2024 [10] reveals that the size of the cybersecurity workforce gap in 2023 was 4
million, and in 2024 it is 4.8 million globally, an increase of 19% every year.

In order to deliver the next generation of cybersecurity professionals for entry-level and junior-
level positions, with the support of the US National Science Foundation, we modified our
undergraduate computing curriculum by infusing cybersecurity modules from Fall 2020 to
Spring 2024 that include those that focus on cybersecurity professional skills. The cybersecurity-
infused courses are Networking Fundamentals, Information Security, Data Communication and
Networking, Introduction to Operating Systems, Software Engineering, and Special Topics
(Digital Forensics).

2. Infusing Cybersecurity Skills in UG Computing Curricula

Due to the complexity of cybersecurity, the curriculum for cybersecurity needs to place an
emphasis on how to apply security concepts to a wide variety of computer science courses. These
classes need to cover a wide range of topics, including but not limited to: software engineering,
web development, database administration, safe coding, operating systems, low-level
programming, computer literacy, cryptography, and networking. [11-18]

To facilitate active learning, we segmented the cyberattacks and defenses training course
modules into two parts. The first part focuses on the theoretical and conceptual foundations of
the methodologies examined, whereas the subsequent phase entails practical experimentation.
From Spring 2019 to Spring 2021, we included cybersecurity principles into the following
courses: CSC315 Data Communication and Networking, CIS310 Networking Fundamentals,
CIS341 Information Security, CSC414 Introduction to Operating Systems, and CSC280 Software
Engineering. In the spring of 2021, we presented the generated course modules and laboratory
experiments to an external curriculum advisory committee, received their feedback, revised the
courses, and implemented the revised courses beginning in the academic year 2021/22.

Beginning in Fall 2021, we will offer a new course each Fall semester, CSC 491 Special Topics
(Information Security and Digital Forensics), derived from the curriculum revised in summer
2021.



In Spring 2022, we created two new security course modules: Operating Systems Security and
Network Operating Systems Security, which were subsequently integrated into CSC 414
Operating Systems and CSC 315 Data Communication and Networking courses, respectively.
Following the course's deployment, the external evaluator obtains feedback from the students
through surveys and the findings are presented in the results section below.

Data Communication and Networking: It is absolutely necessary to have a solid understanding of
the principles of data communication and computer networks in order to be able to establish
network security. The objective of the modules added to this existing course is to place an
emphasis on developing an understanding of the essential concepts that are required to
comprehend computer attacks and defenses from the point of view of a network. The topics that
are essential for network and cybersecurity such as network protocols and standards, network
commands that are widely used in network and cyber security, and network simulation using
GNS3 were introduced in this course.

Operating Systems: This course covered a variety of security principles and provided
clarification on the many approaches that may be used to protect the operating system from
potential dangers. In this course, the students learned about the following topics: 1) command
line usage (both Linux and DOS), 2) common administrative functions using Microsoft
PowerShell, 3) system security, 4) threats to both the system and the network, 5) the use of
cryptography as a security measure, 6) the implementation of security defenses, which includes
security policy, vulnerability assessment, intrusion detection, virus protection, auditing,
accounting, and logging, 7) methods to harden an operating system (either Windows or Linux),
8) firewalling, and 9) practical experiments that make use of operating system tools for security
purposes.

Information Security: This course emphasizes the integration of information technology aspects
pertinent to network and application layer security, while providing students the opportunity to
obtain Security+ certification and/or Certified Ethical Hacker (CEH) certification. This revised
course encompasses topics included in the Security+ and CEH examinations. Included are
network scanning, denial-of-service attacks, SQL injection, cryptography, penetration testing,
threat management, identity management, identification and mitigation of security risks, and
network access control.

Digital Forensics: This course covers topics such as hashing and validations, data erasure, file
carving, file signatures, slack space, string search, regular expressions, forensic discovery,
analyzing system times, file system analysis, systems and subversion, deleted file system
persistence, and system processes. This course leveraged topics typically found in ISC2
(Association for Inspiring a Safe and Secure Cyber World)’s CHFI (Certified Hacking Forensics
Investigator).



3. Results

This result summarizes feedback from student surveys taken in the Spring 2022 and again in the
Spring 2023 semesters. Information was gathered about the types of students, the coursework
they had completed and were still working on, their persistence, their 21st-century skills, how
they thought the course went, and how ready they felt for a career.

Project Objectives: Students were asked to indicate the extent to which they agreed with each of
the following statements related to the project goals and objectives. Overall, responses were
positive with the overall scale averaging 4.03 in 2022 and 3.79 in 2023. Students most strongly
believed that their experiences at ASU enhanced their problem-solving skills (M=4.25 in 2022
and M=4.0 in 2023) and they became more competent in developing working solutions to defend
cyberspace and computer networks (M=4.17 in 2022 and M=4.0 in 2023).

Spring 2022 Spring 2023

Mean SD Mean SD
I am well-versed in the practical elements of cybersecurity to be attractive 4.08 .900 3.75 .965
to potential employers
Through my experiences at ASU, I am being exposed to cybersecurity 4.00 1.044 3.83 1.115
practices regularly used in industry.
My experiences at ASU are enhancing my problem-solving skills. 4.25 154 4.00 .739
I am becoming more competent in developing working solutions to defend 4.17 .835 4.00 739

cyberspace and computer networks.

The cyber range has been a valuable asset in my cybersecurity training. 4.00 953 4.08 793
The cybersecurity course/modules have helped me acquire critical concepts 4.08 900 3.92 793
and industry skills.

I am being well-prepared for the cybersecurity certification examination 3.83 1.193 3.67 985
(e.g. Security+ and/or Certified Safe Hacker)

I believe that I am prepared to pass the cybersecurity certification 3.83 1.193 3.17 1.193
examination.

I have learned cutting-edge cybersecurity practices at ASU 4.00 1.044 3.58 .996
My experiences at ASU will help me get a job in the cybersecurity field. 4.08 .900 3.82 1.079
TOTAL SCALE 4.03 93 3.79 78

Scale (SD, D, N, A, SA)

Cybersecurity Engagement and Self-Efficacy: We asked the students to respond to the 15
items adapted from the Cybersecurity Engagement and Self-Efficacy Scale (CESES) [19].
Students were highly confident in their abilities, with all items averaging above 4.0 and overall
scales averaging 4.45 in 2022 and 4.51 in 2023. Students demonstrated particular confidence in
their ability to solve problems, persevere in seeking solutions, and acquire knowledge in
cybersecurity. They also expressed confidence that they will be able to understand what they
learn about cybersecurity.




Longitudinal Assessment of Engineering Self-Efficacy (LAESE):

We asked the students to respond to the 23 items from the LAESE [20] and overall, students
were very confident in their abilities with all items averaging above 4.0 (using a 5-point
agreement scale)

Academic Efficacy: When asked to respond to items related to their confidence in their ability to
succeed academically, students expressed high levels of confidence with all items averaging
above 4.0 each year. More specifically, they believed they would learn if they worked hard, they
will learn, it was important to learn new things in class, they believed they could do all the work
required in classes and their goal was to learn as much as they could.

21st Century SKkills: Students were also very confident in their 21st century skills with all items
averaging above 4.0. They strongly believed in their ability to set their own learning goals, work
with students from different backgrounds and respect the differences of their peers, make
changes when things do not go as planned and produce high quality work.

Career Readiness: Students expressed great confidence in their career readiness skills with each
competency averaging above 4.0.

Persistence: When indicating their intentions to persist in their degree and career, students were
very positive with all items averaging above 4.0 in 2022 and all above 3.75 in 2023. They
strongly believed they would complete their degree in their current major (M=5.0 in 2022 and
M=4.67 in 2023), get a job in the field major (M=5.0 in 2022 and M=4.67 in 2023, and working
in the field for at least 5 years (M=4.92 in 2022 and M=4.67 in 2023). When asked specifically
about cybersecurity, students planned on taking more cybersecurity courses (M=4.92 in 2022 and
M=4.25 in 2023), seek opportunities for internships (M=4.83 in 2022 and M=4.08 in 2023), and
get a job in cybersecurity (M=4.83 in 2022 and M=4.0 in 2023)

Student Perceived Change — Outcomes: At the conclusion of each semester, students were
asked to indicate the extent to which they changed using a 5-point scale (1=much worse, 3=
about the same, and 5=much better). Overall, they indicated that they improved over each
semester with all items averaging above the scale midpoint of 3.0. The greatest improvements
were reported in terms of their problem solving skills, ability to develop working solutions to
defend cyberspace and computer networks, and their understanding of critical concepts and
industry skills.

Summary and Conclusions

To produce the next generation of cybersecurity professionals for entry-level and junior
positions, we revised our undergraduate computing curriculum, incorporating cybersecurity
modules from Fall 2020 to Spring 2024, with an emphasis on professional skills in cybersecurity,
supported by the US National Science Foundation. The courses incorporating cybersecurity are
Networking Fundamentals, Information Security, Data Communication and Networking,
Introduction to Operating Systems, Software Engineering, and Special Topics (Digital
Forensics). The external evaluation data on 15 items indicates that students exhibited significant
confidence in their abilities, with all things averaging above 4.0 and total scales averaging 4.45



in 2022 and 4.51 in 2023. Students exhibited notable confidence in their problem-solving
capabilities, persistence in pursuing solutions, and acquisition of information in cybersecurity.
They conveyed assurance in their ability to comprehend the information acquired regarding
cybersecurity.
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