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Bridging the Gap: Empowering Student Veterans for
Hardware Security Careers

1. Introduction

The need for education in hardware security has been growing in recent years. Hardware security
encompasses the development, design, and validation of countermeasures intended to detect and
prevent compromises in modern electronic components. This field specifically addresses threats
such as side-channel attacks, hardware Trojans, and supply chain vulnerabilities, which have
become increasingly prominent in recent years. Protecting hardware is critical, as it represents
the foundational "root of trust" for all software applications and network operations.
Vulnerabilities at this foundational level can compromise the integrity of entire systems [1],
potentially causing to catastrophic consequences, especially in critical applications such as
military and commercial cyberinfrastructure.

Unlike software and network security, which have been extensively analyzed and deployed,
hardware security is a relatively new field. Historically, there has been a flawed assumption that
hardware is inherently secure and trustworthy, making it immune to cyber threats [2]. However,
experts have increasingly highlighted vulnerabilities in hardware and embedded systems,
pointing out significant risks posed by malicious actors exploiting complex and distributed
semiconductor supply chains. Consequently, this misconception has led to a critical shortage of
trained professionals in hardware security [3]. Training and education in hardware security are
critical to building a robust workforce capable of addressing these challenges, especially given
the scarcity of skilled experts in this field.

The field of hardware security demands a workforce equipped with both a profound technical
understanding of hardware functionality and the analytical skills to assess how vulnerabilities
affect microelectronic systems. Traditional educational methods, such as lectures, often fall short
in addressing the intricate challenges of this field [4]. Instead, practical, hands-on experience is
crucial. Students require direct exposure to semiconductor devices, hack systems, and witness
the real-world consequences of their actions within industrial environments [5]. Therefore,
training programs led by experienced industry professionals, operating in authentic infrastructure
settings, can play a pivotal role in reshaping the microelectronic design ecosystem.

Veterans are uniquely positioned to excel in hardware security, given their specific skillsets and
experiences aligning closely with industry demands. Their military training equips them with
hands-on expertise in areas like mechanics, electronics, and construction, providing a solid
technical foundation for hardware security work. Veterans’ ability to thrive in high-stress
environments [6], coupled with their precision and attention to detail, makes them particularly
suited for hardware security, where mistakes can have critical consequences. However, despite
their capabilities, not many veterans are currently working in STEM fields, leaving their talents
largely untapped [7]. This highlights the necessity for targeted programs that facilitate veterans'
transition into hardware security and STEM careers.



In response to the pressing need for skilled hardware security professionals, this project
developed an innovative experiential learning program: Veterans SkillBridge through Industry
based Hardware Security Training and Education (VETS-HASTE). Grounded in cognitive
apprenticeship theory, VETS-HASTE addresses the specific needs of hardware security,
emphasizing hands-on engagement, real-world problem-solving, and mentorship from
experienced professionals. The program specifically targeted veterans, aiming to bridge the gap
between their existing technical skills and the specialized expertise required in hardware security.

This study seeks to address the following research questions:

1. How can a hardware security program be designed to support veterans’ learning based on the
cognitive apprenticeship theory?

2. What are the experiences of veteran participants in the VETS-HASTE program?

2. Theoretical Framework
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Figure 1. Cognitive Apprenticeship in VETS-HASTE

The Cognitive Apprenticeship Theory supports learners by engaging them in learning processes
similar to those of experts. It helps learners develop the cognitive and metacognitive skills
necessary to perform learned tasks [8]. [9] proposed four dimensions for designing learning
environments based on this model: Content, Method, Sequencing, and Sociology.

First, Content pertains to the types of knowledge learners need to develop expertise, including
domain knowledge and heuristic strategies necessary for completing tasks. In this study, students



learned hardware security as domain knowledge by solving real-world problems and
participating in internships.

Second, Method refers to the various approaches that promote the development of learners'
expertise, such as modeling, coaching, scaffolding, articulation, reflection, and exploration [10].
The VETS-HASTE program utilized these methods throughout its activities. For instance,
students could observe experts’ performance by following step-by-step modeling in
industry-driven courses. As part of coaching, internship opportunities allowed experts in
hardware security to observe and facilitate students’ performance. Throughout the program,
students were guided, supported in practicing and applying their knowledge, and encouraged to
collaborate with peers. This progression represented scaffolding, articulation, and reflection,
which are crucial components of the cognitive apprenticeship model. Additionally, students were
encouraged to explore their careers and the domain independently, solving problems on their
own.

Third, Sequencing emphasizes the significance of learning order, advocating for conceptual
understanding before practice, a progression from simple to complex tasks, and practice in
diverse situations. During the program, students tackled various problems related to hardware
security in their coursework and later applied this knowledge in real-world settings through
internships.

Finally, Sociology highlights the importance of the context in which students engage in learning
tasks, emphasizing the role of community and collaboration, as well as the need for intrinsic
motivation in learning. In this study, students learned the concept by solving problems driven by
industry. They were encouraged to collaborate with veteran colleagues and demonstrated high
intrinsic motivation in their learning, as they had prior knowledge or experience in related fields
and viewed hardware security as a potential career path.

3. Methodology
1) VETS-HASTE Program

VETS-HASTE is a collaborative program designed to provide veterans with specialized training
in hardware security. This initiative is a partnership between the university, a non-profit for
veterans’ education, and industries with a strong hardware security focus. The program focused
on developing a unique, experiential learning curriculum, grounded in cognitive apprenticeship
theory, to help veterans gain new skills and create pathways into hardware security careers.

2) Measurement

We conducted the program with ten veterans in Florida. The industry-driven course ran for 12
weeks, from May 6 to July 28, 2024, and covered topics in hardware security. The first week of
the course was conducted on-site, on the university campus, while the remaining eleven weeks
were delivered online. Two graduate students majoring in Electrical and Computer Engineering
taught and facilitated the course. The internship started after the course and ran for 12 weeks,
ending on October 31, 2024. Nine out of ten students participated in internships with one of two
local hardware security industries.



Participants were asked to answer survey questions during the first week of coursework and
again in November, after completing their internships. Eight out of ten participants responded to
the post-survey, six participants completed the knowledge test, and five participants took part in
interviews to share details about their experiences.

The survey assessed participants' self-efficacy in hardware security using a 5-point Likert scale
in both pre- and post-surveys. Four questionnaires, originally developed by [11], were modified
to fit the context of our study. Additionally, a post-only survey was conducted to measure
participants' engagement in the program, using a S5-point Likert scale and modified
questionnaires adapted from [12] and [13], tailored to the context of our study.

Knowledge test questions were designed by the instructors of the industry-driven course. A total
of five open-ended questions on hardware security were provided. Two instructors individually
graded the test results after the program concluded, and the mean scores were used for the
analysis. Each question was worth 10 points, making the total possible score 50 points if all
answers were correct.

4. Results
1) VETS-HASTE Program Development

Industry-Driven Course: The program was designed to span 12 weeks and was delivered in a
hybrid format. During the first week, participants attended sessions on the university campus to
set up their hardware devices and meet their colleagues. The remaining sessions were delivered
online. The course featured extensive hands-on activities using the ‘Hardware Hacking board’
(HaHa board, [14]), including detailed step-by-step demonstrations where experts explained their
thought processes and provided cognitive mapping for hardware security tasks. Over the 12
weeks, the course covered major hardware security concepts, such as buffer overflow, hardware
Trojan attacks, and reverse engineering attacks. Students studied each subject over 1-2 weeks
and could join bi-weekly Zoom office hours to ask questions and receive additional support from
instructors.

Throughout the course, participants also had the opportunity to attend several webinars hosted by
two hardware security companies. A total of seven webinars were provided, covering various
aspects of hardware security, such as side-channel attacks.

Internship: Participants had the opportunity to join a three-month full-time internship with one
of two local hardware security companies. These internships began in August 2024, following
the conclusion of the training sessions in July. The full-time internships aimed to enhance
veterans' autonomy and agency, helping them further develop their motivation, interest, and
knowledge in hardware security.



2) Surveys, Knowledge Tests, and Interviews

The demographics of the study included eight participants, all of whom were male. In terms of
education, one participant (12.5%) had a high school diploma or GED, another (12.5%) held an
associate or technical degree, five participants (62.5%) had a bachelor’s degree, and one
participant (12.5%) had a graduate or professional degree. Regarding racial demographics, three
participants (37.5%) identified as White or Caucasian, four (50%) as Black or African American,
and one participant (12.5%) identified as Other. None of the participants identified as American
Indian/Native American or Alaska Native, Asian, or Native Hawaiian or Other Pacific Islander.

Table 1. The Wilcoxon Signed Rank Test on the Self-efficacy Pre-post Surveys (n = &)

Question Pre Post Statistic Value
Mean Median SD Mean Median SD Z Sig
A. I'm confident I can 4.25 4.50 0.89  4.63 5,00 0.52 879 380
understand the basic
concepts of hardware
security.
B. Texpect to do well in the 4.75 5.00 0.71 3.88 400 125 -2.121 .034*
hardware security training.
C. TI'm certain I can master the 4.63 5.00 0.52 3.50 3,50  1.51 -1.807 .071
skills in hardware security.
4.75 5.00 0.71  4.00 400 1.07 -2.121 .034*

D. Considering the difficulty of
hardware security, the
support, and my skills, I
think [ will do well in
learning hardware security.

Table 1 summarizes the Wilcoxon Signed Rank Test results comparing participants' self-efficacy
before and after the training (n = 8). This non-parametric test was chosen due to deviations from
normal distribution observed in survey responses. Although onfidence in understanding
hardware security was slightly increased after the program, this change was not statistically
significant (A. Z = .879, p = .380). Conversely, participants’ certainty in mastering skills slightly
decreased, but this was also not significant (C. Z = -1.807, p = .071). However, significant
decreases were observed in expectations to perform well (B. Z = -2.121, p = .034) and
confidence in succeeding in the hardware security field (D. Z =-2.121, p = .034).

Participants' engagement with the VETS-HASTE course was assessed through a post-only
survey focusing on behavioral, cognitive, and emotional engagement (See Table 2, n = 8). In
terns of behavioral engagement, participants reported moderate attention during the online
portion (E. M = 3.88, SD = 1.55) and notably high attention during face-to-face sessions with all
agreeing (F. M =4.63, SD = 0.52). Additionally, punctuality in completing hands-on experiments
had a mean score of 3.88 (G. SD = 0.84), with seven out of eight participants agreeing.
Regarding cognitive engagement, results showed high levels of involvement, with all
participants agreeing they read extra materials (H. M = 4.38, SD = 0.52) and found ways to learn



unclear concepts (I. M = 4.5, SD = 0.54). Emotional engagement was also positive, as
participants showed general satisfaction with the hybrid format (J. M = 4.25, SD = 1.04) and
expressed excitement about coursework (K. M = 4.13, SD = 0.99). Overall, participants
exhibited high engagement across all evaluated domains, with minimal negative feedback.

Table 2. Post-only survey on Engagement (n = 8)

Question Mean  Median SD  Disagreement Agreement

3.88 4.50 1.55 2 6

Behavioral E. I can pay attention well
Engagement in the online part of the
hybrid course.

F. I can pay attention well 4.63 5.00 0.52 0 8

in the face-to-face part of
the hybrid course.

G. I complete hands-on 3.88 4.00 0.84 1 7

experiments on time in
the hybrid course.

Cognitive H. Iread extra materials to 4.38 4.00 0.52 0 8

Engagement learn more about topics
covered online.

I. IfIdon't understand 4.5 4.50 0.54 0 8

something in the online
class, I find a way to
learn it.

Emotional J. Tlike taking the 4.25 4.50 1.04 1 7
Engagement combination of online
and face-to-face courses.

K. I feel excited about my 4.13 4.00 0.99 1 7

work in the hybrid
course.

Participants' knowledge acquisition was evaluated using a paired t-test comparing pre- and
post-test scores (See Table 3). A paired t-test was appropriate since the knowledge scores were
normally distributed. Results indicated a significant improvement, with mean scores rising from
16.92 (SD = 4.61) on the pre-test to 38.00 (SD = 6.77) on the post-test. The t-value was 8.687, and
the p-value indicated a statistically significant difference (p < .001). Additionally, a large effect
size (Cohen’s d = 5.94) was noted, indicating a strong positive impact of the intervention on
participants' knowledge levels. However, due to the small sample size, caution is advised when
generalizing these results broadly.



Table 3. The t-test on the Pre-Post Knowledge Test (n = 6)

Mean Median SD t df  Cohen’sd P-value
Pre Knowledge Test 16.92 17.25 4.61 8.687 5 5.94 <.0071***
Post Knowledge Test 38 40.75 6.77

Participants provided diverse feedback regarding the the VETS-HASTE program though the
interview:

1.

The VETS-HASTE program was structured as a hybrid course with one week of
face-to-face instruction and the remaining weeks online. How satisfied or not satisfied are
you with the balance between face-to-face and online components?

"Since we had our board with us at home, we could have followed along with the
experiment as well.”

“I think we needed more face to face interaction...It was very challenging because our
knowledge was so limited in it requires a lot of preparation to do some of this.”

The VETS-HASTE program contained 3 months of internship opportunities. How
satisfied or not satisfied are you with the internship program?

“Yes, employee A went out of his way to give me a better understanding of what he was
trying to do, as far as dealing with machine learning and artificial intelligence, because
that's a whole new concepts within hardware security.”

In your opinion, did the VETS-HASTE program have an impact on your future
aspirations and life choices in hardware security?

“It actually put me on the path of hardware security. It's actually something I'm seeking
and learning. ... And being around other veterans ... they're encouraging me. So it was
very beneficial to me... because it allowed me to gain that confidence that I felt like I
lacked.”

“No, I don't think I have an interest in hardware security...it was just difficult for me to
catch on... because I didn't have a solid foundation™

Overall, how would you rate your experience with the VET-HASTE training program?
What were the most positive aspects of the program? What areas do you think could be
improved?

“I give it a nine because it was really eye opening, and it helped me get a better
understanding in information technology and specifically hardware security. ... And the
other thing is, all the veterans always kept on sharing information. If they found
something, they were sharing information.... everybody has been extremely professional
and in that so I thank everybody for their time and effort and helping our veterans get a
better understanding hardware security.... Why don't give it a 10? With the terms a book,



the different concepts, maybe we would read about it the night before and then go into
it.”

“Looking at other programs of the hardware packet programs, it's not as robust as the
one that I experienced with this course.... you gotta outstand the program already. Just
expound on that make it more simplified, so that way the student don't have to call on an
instructor or email anything like that for help.”

5. Discussion

The findings of this study provide valuable insights into the design, implementation, and impact
of the VETS-HASTE program, which aimed to equip veterans with specialized hardware
security skills through experiential learning grounded in cognitive apprenticeship theory. While
the program demonstrated notable successes, it also revealed areas for improvement to enhance
the learning experience and outcomes for future participants.

The VETS-HASTE program successfully incorporated core elements of the cognitive
apprenticeship framework, such as modeling, coaching, scaffolding, and reflection. The
significant knowledge gains underscore the effectiveness of the program in enhancing
participants' technical expertise. It demonstrates that the curriculum effectively built upon
participants' foundational knowledge and advanced their understanding of hardware security.
However, the lack of significant improvement in self-efficacy metrics highlights a potential gap
between knowledge acquisition and learners’ confidence in their abilities. The decline in
self-efficacy measures, particularly in expectations to perform well and confidence in mastering
skills, suggests that participants may have faced challenges in fully internalizing the complex
concepts presented. This may reflect the steep learning curve of hardware security and points to
the need for enhanced support mechanisms, such as more frequent face-to-face interactions or
structured preparatory resources, to bolster confidence alongside competence.

Overall engagement in the program was high across behavioral, cognitive, and emotional
dimensions, indicating that the participants were invested in their learning experiences. The
hybrid format, which blended in-person and online components, was generally well-received.
However, interview feedback indicated a desire for more interactions to better support the
comprehension of challenging topics. The participants' ability to share information and support
one another contributed to a positive learning environment and community, aligning with the
sociological dimension of the cognitive apprenticeship model.

While the program demonstrated significant strengths, several areas for improvement were
identified: First, expanding in-person sessions or bi-weekly meetings could address the
challenges participants faced in mastering complex topics, as highlighted in interview feedback.
Second, participants suggested that simplifying course content or providing more detailed
preparatory readings could reduce reliance on instructor intervention and promote greater
independence. Third, some participants showed less improvement when their initial scores were
already high, highlighting areas where the training could be further refined to benefit those who
already had a stronger baseline understanding before the program.



6. Conclusion and Future Directions

The VETS-HASTE program demonstrated the potential of experiential learning, grounded in
cognitive apprenticeship theory, to address the growing demand for skilled hardware security
professionals while providing veterans with a pathway into STEM careers. Despite the challenges
highlighted, the program’s successes underscore the importance of hands-on training, mentorship,
and community-driven learning in fostering technical expertise and engagement. By addressing
identified areas for improvement, future iterations of the program can further enhance its impact,
ensuring that it meets the diverse needs of its participants and contributes to building a robust
hardware security workforce.
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