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Abstract

Machine learning (ML) algorithms and artificial intelligence (AI) systems have already had an
immense impact on our society. Lately, AI/ML has shown to be able to create machine cognition
comparable to or even better than human cognition for some applications. For emerging
applications, AI is also regarded to provide cybersecurity solutions (i.e., AI for cybersecurity) by
detecting anomalies, adapting security parameters based on ongoing cyberattacks, and reacting in
real-time to combat cyber-adversaries. However, ML algorithms and AI systems are vulnerable to
manipulation of data or learning models, biases, and low credible information due to flaws in
learning models and input data. Therefore, ML algorithms and AI systems need robust security
and correctness (i.e., cybersecurity for AI) to permit fair and trustworthy AI systems.
Unfortunately, AI and cybersecurity have traditionally been treated as separate fields, with little
emphasis on their intersection in education. The primary goal of this paper is to discover, explore,
develop and integrate a scalable instructional approach for integrated AI and cybersecurity
(DARE-AI for short) in undergraduate and graduate curricula. This is accomplished by creating a
“learning by doing” approach to address emerging AI and cybersecurity issues that are not
covered in an integrated way, if at all, in traditional curricula. The experiments are designed to
study fair and trustworthy AI, adaptive intrusion detection, online learning, federated learning,
distributed learning, and adversarial learning. We present learning outcomes and results using
surveys and assessments. The developed DARE-AI modules help train the next-generation STEM
workforce with knowledge of integrated cybersecurity and AI that is expected to help not only to
meet evolving demands of the US government and industries, but also to improve the nation’s
economic security and preparedness.

1 Introduction

Artificial Intelligence (AI) and Machine Learning (ML) have revolutionized numerous fields,
enabling computers to learn from data, recognize patterns, and make autonomous decisions
without explicit programming1,2,3,4. Unlike traditional rule-based programming, ML algorithms



continuously adapt through data-driven learning without or with minimal human intervention5.
AI systems and ML algorithms and their various applications such as speech recognition, natural
language processing, and computer vision, have been advancing rapidly and demonstrating
capabilities comparable to or even surpassing human cognition in certain domains2,6,7. One of the
most critical applications of AI lies in cybersecurity for emerging applications8,9,10,11,12,13 by
leveraging AI for cyber defense, intrusion detection, anomaly detection, and real-time response to
cyber attacks and threats14,15,16,17,18,19,20. However, while AI enhances cybersecurity, it is also
susceptible to vulnerabilities, including adversarial attacks, biases, and manipulated data21,22,23,24.
As a result, AI itself requires robust security mechanisms to ensure fairness, reliability, and
trustworthiness for cybersecurity for AI. Despite this interdependence, AI and cybersecurity have
traditionally been treated as distinct disciplines in education, with little emphasis on their
integration. This gap hinders students from gaining a comprehensive understanding of how AI
can both enhance and be protected by cybersecurity.

To bridge this divide, we introduce DARE-AI (discover, explore, develop and integrate a scalable
instructional approach for integrated AI and cybersecurity) - an experiential learning framework
that integrates AI and cybersecurity education through hands-on, research-driven instruction.
DARE-AI aims to provide students with a learning-by-doing approach, fostering deep
engagement in emerging AI and cybersecurity challenges that are often overlooked in
conventional curricula. Through interactive modules, students explore topics such as fair and
trustworthy AI, adaptive intrusion detection, online learning, federated learning, distributed
learning, and adversarial learning. These experiments, developed using Google Colab with
TensorFlow, Pandas, Keras, NumPy, Scikit-learn, Apache Kafka, aif360, SMOTE, SHAP, and
more, equip students with practical skills in integrated AI and cybersecurity25.

Experiential learning (EL) has long been recognized as an effective pedagogical approach in
computer science education, fostering active engagement, skill development, and direct
interaction with educators26,27,28. Research consistently demonstrates that students who engage in
EL not only gain a deeper understanding of technical concepts but also develop essential
problem-solving, critical-thinking, and communication skills29,30,27,28. Furthermore, students in
EL-based programs show higher confidence and proficiency in applying their knowledge to
real-world scenarios, as evidenced by improved exam performance and technical competence31.
By integrating EL principles into AI and cybersecurity education, DARE-AI enhances both
conceptual learning and practical application, preparing students for the evolving demands of the
industry and academia.

The remainder of this paper is organized as follows: Section 2 introduces the DARE-AI research
and education program and its objectives. Section 3 provides the overview, learning objectives,
dataset and the experiment results of DARE-AI modules for integrated AI and cybersecurity.
Section 4 includes the qualitative and quantitative findings of DARE-AI modules. Section 5
briefly discusses the implications of DARE-AI modules and Section 6 presents concluding
remarks.



2 DARE-AI: Proposed Research and Education Program

The DARE-AI aims to develop and implement modules, as illustrated in Figure 1, to deliver an
integrated research and education program in trustworthy AI and cybersecurity, leveraging
cloud-based modules as a service.

Figure 1: Use-Inspired Research for DARE-AI Hands-on Learning Modules

The DARE-AI modules are structured to provide a comprehensive, hands-on learning experience
in AI and cybersecurity: 1) In the ‘Discovery’ module, students identify and design use cases of
cybersecurity and AI discovering applications of AI for Cybersecurity and Cybersecurity for AI,
analyze system features, and work with relevant datasets; 2) The ‘Analysis’ module deepens their
understanding of integrated cybersecurity and AI, focusing on the development of trustworthy,
safe, and reliable AI/ML algorithms in practical scenarios; 3) In the ‘Research’ module, students
investigate open research questions within emerging areas of machine learning, fostering critical
inquiry and innovation; 4) The ‘Exploration’ module introduces emerging applications,
emphasizing AI explainability, accountability, and assurance; and 5) Finally, the ‘Experiential’
module integrates these concepts through hands-on projects. This modular approach ensures
accessibility to students from diverse backgrounds, allowing seamless integration into one or
multiple courses.

2.1 Objectives
The primary goal of the interactive laboratories is to provide hands-on experience in key areas of
machine learning and cybersecurity while introducing students to emerging research
directions.



The core objectives of these experiment-based labs are as follows:

1. Engage students in hands-on experiments to foster interest and active participation in the
design, analysis, and research of AI and cybersecurity applications.

2. Develop, implement, and assess strategies for AI-driven cybersecurity and the security of
AI systems.

3. Address cybersecurity challenges using AI/ML while strengthening AI/ML algorithms with
robust security measures.

4. Explore cutting-edge advancements in ML to drive further research and innovation.

2.2 Discovery Labs

2.2.1 How Machine Learning Learns

Overview: The machine learning phases exhibited in the lab can be explained in simple steps.
The input data is gathered, prepared, and split for training and testing. The train data is fed to the
chosen machine learning model. This model detects the pattern from the data and the test data is
used on the model to assess its competency.

Figure 2: Machine Learning step by step

Learning Objective: The goal of the experiment is to demonstrate how ML model works and to
showcase how the model can be trained using input data and used to make predictions on unseen
data.

Dataset: The dataset used in this module is devised to demonstrate the workflow of ML models.
The data is a bike rental dataset where the feature is temperature of the given day and the target
label is the number of bikes rented.

Lab Experiment and Results: The experiment in Lab 1 gives an idea of ML implementation
using a simple linear regression model. The linear regression model describes the relationship
between the dependent variable, bike rentals, and the independent variable, temperature of the
given day. The data is split into a training set and test set. The unknown parameters of the model
are calculated using the training data. The parameters slope (w) and bias (b) obtained from the
model are used to visualize the best fit line among the training data points. NumPy polyfit is used



to map the linear relationship represented as y = mx+ c. Root Mean Square Error (RMSE) is
used to estimate the error by measuring the distance between the data points and the regression
line. The parameters of the obtained model are w=1.46 and b=38 respectively. The training
RMSE of the model is 31.78. Similarly, test data is used to assess the performance of the model.
The validation RMSE of the model is 31.17. Given a data point with independent variable x, the
error-optimized model can predict a dependent variable y. For temperature 53, the predicted bike
rental count is 115 compared to the actual value of 114, which is close to actual rentals. Steps
with (numbers #) are shown in Figure 3.

Figure 3: Linear Regression on Bicycle dataset (Actual Rentals vs Predicted Rentals)

2.2.2 Intrusion Detection System for Cybersecurity using Random Forest

Overview: An Intrusion Detection System (IDS) is a security mechanism that monitors network
traffic for suspicious activity and potential threats, alerting administrators but not taking direct
action32. IDS is effective in detecting anomalies and signature-based attacks, but evolving attack
techniques often bypass traditional detection methods. This lab explores how machine learning
can improve IDS by training models to identify and predict both known and emerging cyber
threats, improving overall network security.

Figure 4: Flow diagram for Intrusion Detection System lab

Learning Objective: This module aims to equip students with practical knowledge on using ML
algorithms to predict and prevent cyberattacks, enhancing system security before any damage
occurs.



Dataset: This lab utilizes an adapted version of the KDD Cup 1999 dataset, a widely recognized
benchmark for intrusion detection research. It contains 494,021 instances and 42 attributes,
encompassing a diverse range of network attacks33.

Lab Experiment and Results: The experiment in Lab 2 demonstrates how machine learning can
be used to classify cyberattacks before they occur. The KDD dataset is first processed and
prepared for training. It includes eight common attack types: smurf, neptune, normal, back, satan,
ipsweep, portsweep, and warezclient, listed in descending order of occurrence. However, the
dataset is highly imbalanced, with the last five attack types appearing significantly less frequently
than the top three. To address this, we apply SMOTE34, an oversampling technique that balances
the dataset by generating synthetic samples for underrepresented attack types.

We use a Random Forest Classifier for this experiment, as it has demonstrated high accuracy and
low error rates in intrusion detection35. The dataset is split into 80% training, 10% testing, and
10% validation. After training, the model achieves 99% accuracy and 99% precision on the
imbalanced dataset. Since rare attack types had minimal representation in the validation set,
misclassification rates remained low. Performance metrics improved slightly when using the
balanced dataset.

Figure 5: Attack count for top eight attacks in balanced dataset

2.2.3 Detecting and Minimizing Biases in AI

Overview: A bias is an unjustified prejudice in favor of or against a person, group, or thing. Bias
in data can lead to unfair and skewed predictions in machine learning models, even when
sensitive attributes like gender, race, and ethnicity are removed36. This lab explores how biases



Figure 6: Flow diagram for Detecting and Minimizing biases in AI lab

emerge in datasets and demonstrates methods to identify and mitigate them before training an ML
model.

Learning Objective: This module examines bias in data, applies mitigation techniques, and
evaluates its impact on the model’s classification performance.

Dataset: This lab uses the Statlog Australian Credit Approval dataset from the UCI repository37,
which includes 690 credit card applications with 14 features such as age, employment status, and
financial history. The target variable indicates whether a credit application is approved or
rejected. The goal is to identify potential gender-based biases in the decision process.

Lab Experiment and Results: The experiment in Lab 3 examines how bias in data affects
machine learning models and explores mitigation techniques. The model’s performance is
evaluated using accuracy, precision, recall, and F1 score. The model’s fairness is measured using
AIF360 toolkit38 to identify and mitigate bias in the dataset. Bias is measured using:

• Statistical Parity Difference (SPD) is the difference in the rate of favorable outcomes
received by the unprivileged group to the privileged group with the ideal fairness value
being 0.

• Disparate Impact (DI) is the ratio of the rate of a favorable outcome for the unprivileged
group to that of the privileged group. The ideal DI value representing fairness is 1.

The protected attribute in this experiment is gender, with males being ‘1’ as the privileged group
and females ‘0’ as the unprivileged group. The favorable outcome ‘1’ represents approved
applications, while the unfavorable outcome ‘0’ represents rejected applications. For Bias
mitigation we use Reweighing, which is a preprocessing technique that adjusts instance weights to
reduce bias before training. For a privileged group with a favorable outcome, the readjusted
weight for that instance is represented as:

w =
N privileged ∗N favorable

N all ∗N favorable privileged
(1)

The dataset is split 70% for training and 30% for testing. Random Forest Classifier39 is used to
train models on both biased and bias-mitigated datasets. Statlog Credit Approval dataset has the
SPD value of 0.02 and the DI value of 1.05 as presented in Figure 7. The metric reveals a slight
bias in favor of females because of the rejection rate for males in training dataset is higher than
that for females as shown in Fig 8.



Figure 7: Bias identified in training data through AIF360 bias identification metric tools

Specifically, the Fig. 8 illustrates the distribution of credit card approval and rejection across male
and female applicants in the training dataset. While the absolute number of approved male
applicants is higher, the approval rate for females (92 out of 198, or 46.5%) slightly exceeds that
of males (193 out of 423, or 45.6%). Fairness metrics such as SPD and DI rely on these
group-specific proportions rather than raw counts. Since the training data reflects a marginally
higher approval rate for females, the model learned to favor this outcome. Consequently, the SPD
is 0.02 and DI is 1.05, indicating a slight bias in favor of the unprivileged group in the predicted
outcome. This underscores the importance of using rate-based fairness metrics when evaluating
model bias, as raw outcome counts alone can be misleading.

Figure 8: Data distribution of Statlog based on prediction label and sex



Figure 9: Performance evaluation of the model using biased training data

Figure 10: Performance evaluation of the model using unbiased training data

Figure 9 presents the classification metrics of the biased model, which achieved 0.865 accuracy,
0.866 precision, and 0.865 recall/F1 score. After reweighing, the model trained on bias-mitigated
data had slightly lower performance (0.856 across all metrics) but satisfied the “Error Rate”
fairness criterion which requires same False negative and False positive ratio. Figure 10 shows a
slight performance drop as bias is reduced, suggesting a trade-off between fairness and model
accuracy.

2.3 Analysis Labs

2.3.1 Adversarial Images for Deceiving ML models

Overview: Adversarial images are intentionally modified images that mislead machine learning
models while appearing unchanged to the human eye. Attackers exploit this by either corrupting
training data or manipulating inputs to force incorrect classifications40. This module demonstrates
how small pixel modifications can significantly alter model predictions, exposing the
vulnerabilities of ML systems to adversarial manipulation.

Learning Objective: This hands-on experiment demonstrates how attackers manipulate images
to mislead machine learning models, forcing incorrect classifications.

Dataset: We use MobileNet41, a pre-trained convolutional neural network (CNN) in Keras, to
classify perturbed images. A Chihuahua image from the ImageNet42 database is extracted,
pre-processed, and analyzed to observe the model’s response to adversarial modifications.

Lab Experiment and Results: The experiment in Lab 4 demonstrates how adversarial pixel
modifications impact MobileNet’s classification. The image is perturbed by altering a single

Figure 11: Flow diagram for Adversarial lab



pixel, a quarter of the pixels, and all pixels43, where the pixels are chosen at random. A
single-pixel attack slightly reduces the model’s confidence in the correct prediction while keeping
the image visually unchanged (Figure 13). As more pixels are altered, the model’s accuracy
declines, and confidence shifts toward incorrect classifications. In the quarter-pixel attack, the
model misclassifies the Chihuahua as a French bulldog with higher confidence (Figure 14). When
all pixels are perturbed, the model completely fails to recognize the original class (Figure 15).
This experiment highlights how even minor pixel changes can significantly mislead deep learning
models.

P (x, y) −→ (x, y) : [r, g, b] + ∆[r, g, b] (2)

Figure 12: Predictions on an unaltered Chihuahua image

Figure 13: Predictions on one-pixel perturbed image

Figure 14: Predictions on quarter-pixel perturbed image

Figure 15: Predictions on all pixel perturbed image

2.4 Research Labs

2.4.1 Machine Learning with Event Data Stream for Online Learning

Overview: With the rise of IoT devices, vast amounts of data are continuously generated from
various devices/sources44. Event streaming allows real-time processing, storage, and analysis of
this data to enhance system performance and decision-making45. A common example is real-time
traffic monitoring, which helps detect collisions and optimize navigation. This module explores
online learning using event stream data, demonstrating how Apache Kafka enables real-time
model updates.



Figure 16: Flow diagram for machine learning with event data stream lab

Learning Objective: This module, adapted from the TensorFlow-IO tutorial46, demonstrates
how to use Apache Kafka for real-time data streaming and online learning. Students will learn to
set up and run Kafka and Zookeeper servers, create Kafka topics, and manage data streams by
writing records as a producer and reading them as a consumer. The module explores how event
stream data is used for training and inference, showcasing the real-time adaptability of machine
learning models.

Dataset: The SUSY dataset, generated using Monte Carlo simulation, simulates particle detector
data from an accelerator47. It contains 5,000,000 instances with 18 attributes and is used for a
classification task to predict the presence of supersymmetric particles. The dataset is split 70% for
training and 30% for testing. Separate Kafka topics are created for training and testing data, where
producers write the training data to susy-train and the test data to susy-test as event streams.

Lab Experiment and Results: The experiment in Lab 5 showcases machine learning with
real-time event data streams. Unlike previous modules, this lab uses an Artificial Neural Network
(ANN) for training. The model is built using Keras, with Adam optimization48, accuracy as the
performance metric, and binary cross-entropy as the loss function. Real-time data streams are
generated using TensorFlow I/O with Kafka and fed into the neural network for training and
testing.

Figure 17: Loss and Accuracy of the ANN model for train data stream

Figure 18: Loss and Accuracy of the ANN model for test data stream

Figure 17 shows the model’s accuracy and loss during training, while Figure 18 presents the test
results. The test accuracy closely matches the training accuracy, indicating no overfitting. This
experiment highlights how real-time event streams can be effectively used for continuous training
and inference in machine learning.

2.4.2 Federated Learning for Data Privacy and Security

Overview: Federated Learning trains machine learning models on decentralized edge devices
without transferring data49,17,18. Unlike traditional methods, it brings the model to the data,
ensuring privacy. Locally trained models are then aggregated to create a fully trained global



model. This module introduces federated learning architecture and its privacy-preserving benefits.

Figure 19: Flow diagram for Federated learning lab

Figure 20: Federated Learning Architecture

Learning Objective: This experiment explores the federated learning architecture and evaluates
its performance on an image dataset, demonstrating how decentralized model training operates
without data sharing.

Dataset: The CelebA dataset50, a non-iid dataset, is used for this federated learning experiment.
This module utilizes 202,599 celebrity images along with an accompanying CSV file containing
facial attributes. The model is trained to predict whether a celebrity is smiling, using the ‘smiling’
attribute as the classification label.

Lab Experiment and Results: The experiment in Lab 6 illustrates federated learning for
privacy-preserving model training51. The model is trained using pixel values as features and
‘smiling’ as the target label from the CelebA dataset. The data is split 90% for training and 10%
for testing. A multi-layer perceptron (MLP) is used as the classifier, with stochastic gradient
descent (SGD) as the optimizer, accuracy as the performance metric, and binary cross-entropy as
the loss function. Due to Colab’s memory limitations, an MLP is used instead of a CNN for
image classification. The federated learning setup consists of 10 clients, each assigned a data
shard for local training. A global model initializes shared weights, which are distributed to all
clients. After training on local shards, the updated weights from all clients are aggregated to
refine the global model.

Figure 21 presents the accuracy and loss of local and global models. While accuracy is lower than
classifiers like Random Forest, this is likely due to limited training data. However, test accuracy



Figure 21: Accuracy and loss of the local model and global model after each epoch iteration

improves, and test loss decreases after the first iteration, highlighting federated learning’s
effectiveness.

2.4.3 Distributed Learning for Data Parallelism and Efficiency

Overview: As data volumes exceed the capacity of individual machines, distributed learning
enhances processing efficiency, performance, and scalability52,53. This module utilizes data
parallelism, where data is evenly distributed across worker nodes, enabling faster training on large
datasets. Using Google’s Tensor Processing Unit (TPU)53, the module demonstrates how
distributed learning optimizes neural network training.

Figure 22: Flow diagram for Distributed learning lab

Learning Objective: This module, similar to federated learning in application and data usage,
aims to leverage distributed learning to train a model across multiple nodes and evaluate its
performance within a distributed architecture.

Dataset: The CelebA dataset, consisting of 202,599 images, is used in this experiment, similar to
the federated learning module50. This experiment showcases the use of distributed architectures
for efficiently processing large datasets.

Lab Experiment and Results: The experiment in Lab 7 implements model training and
inference in a distributed architecture using a large dataset and neural networks. Similar to the
federated learning experiment, the model is trained using scaled pixel values as features and the



‘smiling’ attribute as the target label. To enable distributed learning, the experiment utilizes
TPUStrategy, a Google library, leveraging 8 TPU cores in Google Colab. The model follows a
synchronous distributed learning approach using all-reduce SGD54, where each core computes
local gradients, and all nodes communicate to aggregate them. The Adam optimizer is used with
binary cross-entropy as the loss function.

Figure 23: Accuracy and loss of the distributed model after each epoch iteration

Unlike the federated learning module, a convolutional neural network (CNN) is used, as
distributed learning allows efficient training of deep learning models on large datasets. Validation
is performed every 5 epochs. Figure 23 shows that training loss decreases while accuracy
improves, with validation loss also declining over epochs, though validation accuracy remains
stable. This experiment highlights the scalability and efficiency of distributed learning, enabling
neural networks to process large datasets effectively.

2.5 Exploration Labs

2.5.1 Explainable AI

Overview: Explainable AI (XAI) enhances transparency by allowing machine learning models to
justify their decisions55. It helps interpret model predictions, identify strengths and weaknesses,
and anticipate future behavior. This module explores post-hoc explainability using SHAP values
to provide insights into the factors influencing the model’s decisions.

Figure 24: Flow diagram for Explainable AI lab



Learning Objective: This module utilizes SHAP values to assess each feature’s contribution to
the model’s predictions, providing insights into how and why decisions are made based on the
data.

Dataset: The Titanic dataset, sourced from the Vanderbilt Department of Biostatistics56, is used
for this experiment. It contains 891 instances with 12 attributes, including passenger details such
as gender, age, fare, class, and number of relatives aboard. The target variable, ‘survived’,
indicates whether a passenger survived the disaster. Unique identifiers like Name, Ticket, Cabin,
and Passenger ID do not contribute to model learning and are removed from the training set.

Figure 25: Summary plot for Titanic dataset

Lab Experiment and Results: The experiment in Lab 8 deonstrates the importance of
explainable AI (XAI) in building trust in AI systems.The dataset is preprocessed and normalized,
and the model is trained using the CatBoost classifier57, which efficiently handles categorical
variables, generating SHAP values for interpretability.

A SHAP summary plot (Figure 25) provides a global view of how features influence predictions.
The y-axis ranks features by their impact in descending order, while the x-axis represents SHAP
values, indicating whether a feature increases or decreases the probability of survival. Higher
feature values are represented in pink, while lower values appear in blue. The plot highlights key
trends, showing that gender has a significant impact on survival, even though CatBoost does not
provide a direct visual aid for categorical variables. Higher Pclass values, which correspond to
lower socioeconomic status, negatively affect survival chances, while higher fare amounts
correlate positively with survival, as wealthier passengers had better access to lifeboats.

Figure 26: SHAP values representing each feature of the instance 3

To analyze local interpretability, two specific instances from the dataset are examined using
SHAP. Instance 3 (Figure 26) represents a female passenger from an upper-class background,
where gender had the strongest positive impact on survival, followed by Pclass, Fare, and Age.



Figure 27: SHAP values representing each feature of the instance 55

Figure 28: Cumulative SHAP values in ascending order of instance 3

Figure 29: Cumulative SHAP values in ascending order of instance 55

Instance 55 (Figure 27) represents a male passenger who survived despite gender being a negative
factor in the model’s prediction. His high Pclass and fare ($35.5) played a crucial role in
increasing his survival probability. The cumulative SHAP value graphs (Figs. 28, 29) further
highlight these trends by selecting the few vital causes from the trivial many, showing that
instance 3’s survival was driven by gender, wealth, and class, aligning with historical data where



75% of women survived compared to only 19% of men. On the other hand, instance 55 survived
solely due to his high social class, with gender contributing the least to his survival.

3 Evaluation and Findings

In this section, we evaluate the effectiveness of the DARE-AI labs through surveys conducted at
the end of the module. The analysis of student feedback from the DARE-AI labs, gathered
through a structured survey, provided valuable insights into the impact of experiential learning on
academic performance, confidence, and conceptual understanding. The evaluation is done both on
the quantitative and the qualitative measure. Descriptive statistics were employed to evaluate
Likert-scale responses, while categorical data was analyzed to examine student’s preferences and
engagement with different lab modules.

For the survey, students were sent an evaluation form to collect the feedback on the module. The
survey included 20 questions in total, where 11 questions were in the likert scale, 4 were
categorical questions and the rest 5 were open ended questions. The specific questions
included:

1. Rate the extent to which the DARE-AI labs contributed to improving your understanding of
AI/ML and cybersecurity and to improve your grades. (On a scale of 1 to 5 where 1 is no
impact and 5 is a significant improvement)

2. Estimate the percentage improvement in your grade after completing the labs. (Select one
of 0-10%, 11-20%, 21-30%, 31-40%, 41% or more)

3. How well did the labs prepare you for course assessments (quizzes, exams, assignments)?
(On a scale of 1 to 5 where 1 is not at all and 5 is extremely well)

4. How effectively did the labs enhance your understanding of AI/ML concepts (e.g., bias
mitigation, adversarial attacks)? (On a scale of 1 to 5 where 1 is not effective and 5 is
extremely effective)

5. Rate the improvement in your understanding of cybersecurity principles (e.g., intrusion
detection, secure AI) after completing the labs. (On a scale of 1 to 5 where 1 is not effective
and 5 is extremely effective)

6. Before completing the labs, how confident were you in understanding integrated AI/ML
and cybersecurity concepts? (On a scale of 1 to 5 where 1 is not confident and 5 is
extremely confident)

7. After completing the labs, how confident are you in understanding integrated AI/ML and
cybersecurity concepts? (On a scale of 1 to 5 where 1 is not confident and 5 is extremely
confident)

8. Which lab module had the most impact on improving your grades? (Select one from
Discovery Labs, Analysis Labs, Research Labs, Exploration Labs)

9. Rate the usefulness of each lab in helping you better understand course materials:
Discovery Labs, Analysis Labs, Research Labs, Exploration Labs. (On a scale of 1 to 5
where 1 is not useful and 5 is very useful)



10. How much did the labs help you develop technical skills directly applicable to course
content? (On a scale of 1 to 5 where 1 is no help and 5 is significant help)

11. Rate the following skills in terms of improvement due to the labs: Python,
TensorFlow/Keras, Data visualization/analysis, AI/ML tools (aif360, SMOTE, Kafka,
SHAP), AI/ML concepts. (On a scale of 1 to 5 where 1 is no improvement and 5 is a
significant improvement)

12. How many hours per week did you spend on the DARE-AI labs on average? (Select one
from Less than 2 hours, 2-4 hours, 5-7 hours, More than 7 hours)

13. Was the time spent on the labs proportional to the improvement in your grades or
understanding? (On a scale of 1 to 5 where 1 is not proportional and 5 is highly
proportional)

14. Overall, how satisfied are you with the DARE-AI labs in contributing to your academic
success? (On a scale of 1 to 5 where 1 is not satisfied and 5 is highly satisfied)

15. Describe your overall experience with the DARE-AI experiential learning labs. What
aspects did you find most engaging?

16. How did the hands-on nature of the labs influence your interest in AI/ML and cybersecurity
topics?

17. Did the progression of the labs help you connect theoretical knowledge to practical
application? If so, how?

18. Were the instructions and resources provided sufficient to complete the labs? If not, what
improvements would you suggest?

19. How did the labs prepare you to use tools like TensorFlow, Python, SHAP, or cybersecurity
frameworks in practical scenarios?

20. Would you recommend these labs to other students to help improve their grades or
understanding? (Select one from Definitely Yes and Definitely No)

The overall responses to the Likert-scale questions were predominantly positive, reflecting the
perceived effectiveness of the DARE-AI labs. For Question 1, which assessed the lab’s impact on
grade improvement, students reported a mean score of 4.8 and a median of 5.0, indicating a strong
consensus that the labs positively influenced academic performance. Similarly, the labs were
highly rated for preparing students for assessments (Question 3) and enhancing AI/ML
understanding (Question 4), with mean scores of 4.6 and 4.8, respectively, and medians of 5.0,
reflecting consistently positive feedback. In terms of cybersecurity understanding (Question 5),
students rated the improvement with a mean of 4.5 and a median of 4.5, suggesting that while the
labs were effective in this area, perceptions of their impact varied slightly.

Before completing the labs (Question 6), students reported low confidence, with a mean of 2.5
and a median of 2.0, indicating initial uncertainty in the subject matter. After completing the labs
(Question 7), confidence significantly improved, with both the mean and median rising to 4.5,
demonstrating a strong increase in student’s understanding of AI/ML and cybersecurity
concepts.A paired t-test was performed to assess whether there was a statistically significant



difference in student’s confidence levels before and after completing the labs (Questions 6 and 7).
The results showed a statistically significant increase in confidence, with a t-statistic of -5.48 and
a p-value of 0.00039. This strongly suggests that the labs had a significant positive effect on
student’s confidence in their understanding of AI/ML and cybersecurity concepts.

Additionally, when evaluating whether the time spent on the labs was proportional to the
improvement in understanding (Question 13), students reported a mean of 4.3, with a median of
4.0, indicating that most students felt the time invested in the labs was appropriately aligned with
the gains they made in understanding the material. A correlation analysis between time spent on
labs (Question 12) and satisfaction with their academic contribution (Question 14) yielded a
coefficient of 0.55, indicating a moderate positive relationship. This suggests that students who
invested more time in the labs generally reported higher satisfaction, though the correlation was
not particularly strong.

Satisfaction with the lab’s contribution to academic success (Question 14) was exceptionally high,
with a mean score of 4.9 and a median of 5.0, suggesting a strong consensus among students that
the labs significantly contributed to their academic achievement.

The analysis of categorical data provided additional insights into student’s experiences with the
lab modules (Figure 30). When asked which lab module had the most impact on their grades
(Question 8), Discovery Labs were identified as the most impactful by 40% of respondents,
followed by Research Labs (30%). The Analysis Labs and Exploration Labs were less frequently
chosen, with 20% and 10% of students selecting them as the most impactful, respectively.

Figure 30: The impact of the DARE-AI modules on student outcomes

In terms of time spent on the labs, most students (60%) spent 5-7 hours per week on the labs,
while 30% spent 2-4 hours, and 10% less than 2 hours (Figure 31). These results suggest that
students dedicated a significant amount of time to the labs, demonstrating strong engagement with
the course material. Furthermore, when asked if they would recommend the labs to other students
(Question 20), 100% of respondents answered affirmatively, indicating strong endorsement of the
experiential learning approach.

Student ratings on the usefulness of lab modules (Question 9) indicate that Discovery Labs were
the most valued, with 9 respondents giving them the highest rating (Figure 32). Research and
Analysis Labs also received high ratings, reflecting their strong contribution to learning. While
Exploration Labs were rated slightly lower, they still received positive feedback, confirming that



Figure 31: Average weekly time spent on DARE-AI modules

all labs were beneficial, with Discovery Labs having the greatest impact.

Figure 32: Student feedback on the usefulness of DARE-AI modules

The open-ended survey responses highlight several key themes regarding the DARE-AI
experiential learning labs, particularly the hands-on approach, mentorship, and the integration of
theory with practical application.

Engagement and Learning Experience: Students found the hands-on nature of the labs highly
engaging, particularly the coding exercises and real-time result visualizations. The combination
of 1-1 mentorship, project implementation, and exposure to diverse AI/ML concepts kept students
motivated and engaged. One student summarized, “The mix of project implementation and
mentorship made the labs interesting and valuable.”

Impact on Interest in AI/ML and Cybersecurity: The practical, real-world projects
significantly increased student’s interest in AI/ML and cybersecurity. By actively applying
machine learning models, visualizing results, and exploring advanced topics like federated
learning and Explainable AI, students gained a deeper curiosity and confidence in these fields. As
one student noted, “Working on real projects made the topics more practical and relevant.”

Connecting Theory to Practice: The labs were particularly effective in bridging theoretical
knowledge with practical application. Students appreciated the step-by-step approach, which
allowed them to first understand the theory and then apply it through coding and visualizing
results. One respondent highlighted, “The labs connected theory to practice, such as applying bias
mitigation concepts using AIF360.”



Instruction and Resources: The resources and instructions were generally sufficient, though
some students noted that the pace of the labs was fast, requiring additional effort to fully
understand the material. Suggestions included providing more examples and troubleshooting
guides, especially for advanced topics. However, most students found the clear step-by-step
guidance helpful in navigating complex tasks.

Use of Tools and Practical Scenarios: Students expressed high satisfaction with their ability to
use industry-standard tools like TensorFlow, Python, and SHAP in practical scenarios. The labs
provided hands-on experience in using these tools for real-world applications, with one student
noting, “The labs helped me become comfortable with tools like TensorFlow and SHAP, making
them relevant to real-world challenges.”

The findings strongly support the positive impact of DARE-AI labs on academic performance,
confidence, and understanding of AI/ML and cybersecurity. Most students reported grade
improvements, with the labs playing a key role in boosting confidence and conceptual grasp. The
positive correlation between time spent and satisfaction suggests that greater engagement led to
greater benefits. Overall, the high levels of satisfaction, coupled with the unanimous
recommendation from students, demonstrate the effectiveness of experiential learning in fostering
academic success and deeper engagement with course material.

4 Discussion

The DARE-AI labs effectively enhanced students’ academic performance, confidence, and
understanding of AI/ML and cybersecurity, with high satisfaction ratings confirming their impact.
The positive correlation between time spent and perceived benefits highlights the value of
hands-on engagement. Future enhancements could include expanding bias mitigation strategies in
the Bias lab, exploring alternative ML models in the IDS lab, and utilizing PyTorch and
Scikit-multiflow to deepen insights into online learning. The Adversarial lab could be extended to
focus on attack detection and defense, while federated and distributed learning simulations could
be refined to reflect real-world implementations. Additionally, integrating explainable AI (XAI)
across labs would improve model transparency and interpretability. Overall, the labs successfully
bridge theory and practice, and future improvements can strengthen their impact by refining
methodologies and expanding research opportunities.

5 Conclusion

Machine learning is driving cutting-edge innovations with a profound impact on our daily life.
While AI/ML advancements are significant, security considerations often remain overlooked.
Ensuring the protection of systems and devices through advanced ML techniques is crucial for
detecting and preventing potential cyber threats. The DARE-AI labs, designed within an
experiential learning framework, bridge the gap between AI/ML and cybersecurity. These labs
illustrate how ML can enhance security while also addressing vulnerabilities within AI systems.
By integrating both practical and theoretical components, they equip students with critical
insights into the intersection of AI and cybersecurity. The results of this study demonstrate the
effectiveness of the DARE-AI labs in enhancing students’ academic performance, boosting their
confidence, and deepening their understanding of AI/ML and cybersecurity concepts. Survey



responses indicated that the labs significantly contributed to students’ understanding of the topics
which helped boost their grades, with a majority reporting improvements in their academic
performance. Additionally, students found the hands-on nature of the labs, coupled with 1-1
mentorship, to be highly engaging and beneficial in applying theoretical concepts to real-world
scenarios. The labs were also instrumental in enhancing students’ interest in AI/ML and
cybersecurity topics, providing a practical approach that reinforced the learning process.

In conclusion, the DARE-AI labs successfully contribute to rekindling student interest in data
science and security. The combination of interactive learning, practical projects, and real-world
applications ensures that students not only grasp essential concepts but are also prepared to tackle
real-world challenges. These labs play a crucial role in preparing students for future careers in AI,
ML, and cybersecurity, emphasizing the importance of securing AI-driven systems.
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