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From Classroom to Career with Practical Network Training using Cisco 
Modeling Labs 

 
The increasing demand for resilient and secure networks has become a critical concern in today’s 
digital world. Due to a shortage of hands-on experience opportunities, a significant challenge is 
training students to acquire practical networking skills. While the foundational theory of 
networking is essential, ensuring that students are ready for the workforce necessitates 
proficiency in the actual design and implementation of networks. To bridge this gap, it is 
imperative to provide students with opportunities to practice in a real-world context.  Educational 
institutions often possess physical networking equipment, however it is generally expensive to 
operate, requires maintenance to reset it for different labs, and often requires outside support in 
cases where Virtual Private Network (VPN) is allowed for remote access. This paper introduces 
a solution to these challenges by incorporating a flexible platform that emulates real networking 
software and allows students to practice at any time from any location. Cisco Modeling Labs 
(CML) for Education was selected as the platform to support the proposed curricula 
environment.  CML is the only commercial platform that offers official Cisco software and 
seamless integration with various operating systems hosted in virtual machines (VMs). CML 
server deployment options are versatile, allowing installations on school servers, Amazon Web 
Services (AWS) cloud, and even hosted individually on student computers. Students can then 
access these training tools with any browser, further reducing the barrier to entry.  
 
In this paper, we detail the development and delivery of practical lab exercises that cover the 
entire network lifecycle, including network design, configuration, and troubleshooting using 
CML. We provide preconfigured labs that are meant for easy integration into any networking 
class. These labs involve designing parts of the network to satisfy a set of requirements and 
troubleshooting network issues. Educators can further expand on these labs by modifying them 
to meet requirements based on their coursework. We also provide labs that teach cybersecurity 
concepts where students learn to build, demonstrate, and mitigate cyberattacks, gaining 
comprehensive knowledge of network security. Integrating the physical Internet of Things (IoT) 
devices is also explored, furthering the knowledge needed to interface with IoT devices. The 
purpose of this paper is to provide educators with an effective alternative to physical networking 
equipment and provide a comprehensive set of custom labs that can be integrated in their 
curriculum. The practical labs presented in this paper provide students at high school, college, or 
professional level with skills and knowledge required for the modern digital workforce.  
 
Introduction 

It is widely accepted that there exists a growing need for practical networking skills amidst a 
shortage of hands-on experience opportunities for students, and that this issue is exacerbated by 
resource shortages, staff shortages, domain knowledge constraints, and limited options for safe, 



practical ways for students to practice infrastructure skills [1, 2, 3]. To support current 
educational needs, Simulation Based Experiential Learning, or Simulation Based Learning (SBL) 
has been implemented in classrooms globally. SBL is an educational approach where learners 
engage with simulated environments or scenarios to acquire knowledge, practice skills, and gain 
experience in a safe and controlled setting. These simulations mimic real-world situations, 
allowing learners to explore, experiment, and make decisions without real-life consequences. 
Practicing in safe, interactive learning resources that provide immediate feedback to students 
also reduces the barrier to entry by allowing students access to repeatable, reproducible practice 
and a flexible learning environment. Courses implementing SBL can either implement it as units 
into an existing curriculum to reinforce more traditional instruction, or integrate it into existing 
material. Studies such as [1, 4] note that there is an increase in meeting lab-based learning 
outcomes when SBL is implemented, which suggests improvement in acquiring practical skills 
and knowledge.  However, actual implementation of SBL in the classroom has been broad as 
courses are adapted to keep up with a rapidly evolving technology. In [2], multiple simulation 
tools, including Graphical Network Simulator 3 (GNS3), Optimized Network Engineering Tool 
(OPNET), NETSIM, and Network Simulator (NS-2/NS-3), but primarily Cisco Packet Tracer, 
are discussed. [2] found in review that almost 39% percent of papers with methods for teaching 
computer networks used Cisco Packet Tracer in some capacity. The usefulness of these tools in 
active learning cannot be understated, but they were found to primarily focus on simulations of 
tasks rather than recreating an environment. To address this, we propose the use of Cisco 
Modeling Labs (CML) for Education, a flexible platform that emulates real networking software, 
enabling students to practice from any location at any time.  

Cisco Packet Tracer is a network simulation and visualization tool that allows users to design, 
configure, and simulate network topologies, and is often used in conjunction with the Cisco 
Networking Academy program for teaching basic network concepts. CML is intended to be 
realistic and it is used for designing, testing, and validating complex network designs in real-
world scenarios. Packet Tracer simulates some of the most commonly used features of network 
devices, but CML uses actual network images used by network devices, providing the same 
feature set as representative devices. It allows users to create highly customizable and scalable 
network simulations to model real-world network environments. While Packet Tracer has been 
traditionally marketed towards students, educators, and entry level network professionals who 
are learning or teaching networking fundamentals, the community around CML and the available 
teaching resources have expanded such that a shift to CML is almost unavoidable in order to 
keep pace with today’s technological needs. Packet Tracer is also optimized for small to 
medium-sized network simulations and may not be suitable for modeling large-scale or 
enterprise-grade network deployments. CML is more accessible than ever to students and 
educators and it is designed to handle professional-grade education needs, including simulating 
enterprise-sized networks with complex interconnections.  



CML is used both professionally and to support research with several of the aforementioned 
networking tools [5-8]. Originally, CML existed alongside Virtual Internet Routing Lab (VIRL) 
where CML was used for Enterprise simulations and VIRL was used for personal use. In April 
2020, the release of CML 2.0 was a major update which included an updated platform [9]. At the 
same time, VIRL was deprecated and CML 2.0 Personal replaced VIRL which included the 
updated platform with concurrent 20 node resource limitation. Enterprise and educational 
versions do not have associated resource limitations. Prior research highlighting VIRL as a tool 
for network simulations remains relevant [7, 8], now enhanced by the substitution of CML for 
VIRL. Educational references may refer to either CML or VIRL, or both. In a classroom 
implementation, both VIRL and CML have been used with success. Preferences for CML, VIRL, 
or packet tracer largely rely on existing infrastructure, service familiarity, and legacy software or 
implementation [1-8, 10]. Criticisms of using CML in the classroom are largely limited to 
general critique of simulation-based learning; when hands-on education is possible, educators 
and students would prefer that method, but in many cases major barriers to acquisition and 
management of physical infrastructure make it so that the choice is between using simulations or 
nothing at all [10, 11]. However, CML additionally lowers the barrier to access because it can be 
used to model enterprise and complicated networks, which is increasingly important for students 
as real-world networking needs become more complicated.  

To demonstrate the use of CML, this paper presents the development and delivery of 13 practical 
lab exercises compatible with explicit objectives covering network design, configuration, 
troubleshooting, cybersecurity concepts, and IoT device integration. These preconfigured labs 
aim to provide educators with an effective alternative to physical networking equipment, 
empowering students with the skills needed for the modern digital workforce. The presented labs 
cover several common networking concepts that can be explored in class as part of a series of 
hands-on lectures or assigned for designated lab assignments outside of lecture. To do this, each 
lab is presented with a description of the activity including the tasks that students will perform to 
complete the lab, and several learning outcomes. The labs, and their learning outcomes, are 
designed with the  5 elements described by the SMART mnemonic [12] - Specific, Measurable, 
Attainable, Relevant, and Time-bound - in mind.  The labs are designed to cover specific topics, 
with measurable and attainable success markers. Students, and educators, know what to expect 
for each lab, and there is a clear end point to the exercise.  Additionally, each lab can be 
completed in one sitting to improve retention and the ability to revisit materials. As the 
preconfigured labs are ‘live’ in a virtual machine, students are able to review concepts at their 
own pace, including pursuing additional experimentation, without the requirement of expensive 
networking equipment. While the labs are presented in a sequence with increases in network 
design complexity, the concepts in the labs are designed to reinforce each other and there is no 
set sequence in which to introduce the labs to students.  

To address the evolving landscape of network technology and the continued need for adaptable 
educational approaches in regards to network training, this paper proposes a solution through the 



use of CML. Traditional training using physical networking hardware has been foundational, but 
faces challenges with the rapid pace of technological advancements, necessitating costly physical 
hardware updates. As previously described, CML offers a virtual platform that is adaptable for 
new technologies. Furthermore, the flexibility of CML's deployment options enhances its 
accessibility. It can be installed on local servers and deployed in the cloud on Amazon Web 
Services (AWS) ensuring that practical network training is available anywhere at any time. 
Important to course curricula, CML allows for the creation of complex labs and the flexibility of 
incorporating minor adjustments to existing labs to provide a variety of learning experiences. For 
educators, its modular nature means educational content can be developed for any network 
topology. Importantly, older material and network topologies can be adopted into CML to cover 
legacy networks or previous course material. The customizable, preconfigured labs in this paper 
cover a large set of network technologies, all of which can be customized to meet different 
course requirements, and updated to stay recent with technological advances.  
 
The selection of CML is justified by its exclusive endorsement from Cisco for using their 
proprietary images within a virtual environment. This distinction not only secures legal 
compliance but also ensures users have access to the latest and most authentic networking 
software. CML offers several licensing models including a Personal license available for $200 
and an Educational license that benefits from significant discounts for educational organizations 
[13]. The primary reasons for the selection of CML over alternative network simulators such as 
EVE-NG, GNS3, Packet Tracer, and NetSim are the rights to proprietary network images which 
simulate actual network devices running representative operating systems.  
 
As part of the discussion on usage and features, the paper will guide readers through the 
processes of installing CML on both local servers and the AWS cloud. It will then provide in-
depth information regarding the preconfigured labs highlighting their structure and objective. 
These labs showcase the platform’s capabilities and its suitability for enhancing network 
education.  
 
Installation  
Cisco Modeling Labs (CML) has several options for deployment within the educational 
environment [14], allowing for flexibility in course material based on the available resources. 
The deployment methods are as follows: 
 

● Virtual Machine (VM) Deployment 
o This is the recommended deployment for local servers running a virtualization 

platform such as VMWare ESXi and VMWare Workstation.  
● Cloud Amazon Web Services (AWS) Deployment 

o This is the recommended deployment for educational organizations using AWS 
which allow worldwide access without the need for local hardware. 



● Bare Metal Deployment 
o Although available, this deployment method is not recommended as it is only 

supported on very specific servers – Cisco UCS C220 and C240 models.  
 
Both VM Deployment and AWS Deployment are recommended due to their adaptability and 
versatility to various educational environments. VM Deployment provides ease of integration 
within existing IT infrastructure and allows rapid provisioning and scaling of resources, 
including clustering of servers, to meet varying demands of class sizes and complexity of 
network simulations while keeping the cost down. AWS provides the highest scalability and 
flexibility with worldwide access, but it does have higher cost when compared to VM 
deployments.  
 
In this paper, we will showcase VM deployment on VMWare Workstation and AWS 
Deployment, illustrating their practical usage within an educational setting.  
 
VM Deployment  
 
The VM Deployment requires the CML controller OVA file and the rfplat ISO file that contains 
all of the reference platforms. These reference platforms include a variety of Cisco system 
images and open-source system images that are licensed for use within the CML platform 
outlined in Appendix A. These files are available for download on the page provided by the 
vendor.  
 
Deploying CML on VMWare Workstation begins by opening the OVA file [15], which has 
specific default settings as shown in Fig. 1. Prior to starting the VM, certain settings need to be 
adjusted: Intel Virtualization needs to be enabled, the disk size needs to be expanded to at least 
50 GB, and the CD needs to be configured to reference the rfplat ISO file as shown in Fig. 2. 
These settings are the minimum required settings to run CML and they should be adjusted 
depending on the size and complexity of topologies used by the labs. Initial startup of the VM 
will initiate the installation process, which includes creation of system and user interface 
accounts, followed by copying of the reference platforms from the CD to the local VM as 
illustrated in Fig. 3. Once the reference platforms are copied, the installation process is complete 
and the IP address will be shown on the screen, which can be accessed as in Fig. 4, and once 
users log in, they will see the page in Fig. 5. The final step of deployment is to appropriately 
license the CML instance. 
 



 
Figure 1. VMWare Workstation initial settings after import of the CML instance. 

 
Figure 2. VMWare Workstation modifications of Intel Virtualization, disk expansion, and CD drive configuration 

with rfplat ISO file.  

 



 
Figure 3. CML status page during copying of reference images to the local VM.  

 

 
Figure 4. CML User Interface page. 



 

 
Figure 5. CML User Interface page after login. 

 
Cloud AWS Deployment 
 
The AWS Deployment of CML leverages Terraform, an open-source ‘infrastructure as code’ 
software that enables provisioning of infrastructure [16]. This allows for the automated setup of 
various AWS cloud services needed for deploying CML. The prerequisite for this deployment is 
a set of comprehensive permissions within AWS Identity and Access Management (IAM) 
including the creation of new policies and groups. These groups and policies are assigned 
appropriate permissions needed to programmatically deploy CML in the most secure manner. 
While Cisco DevNet has developed Terraform scripts for creating the CML instance in AWS, 
these scripts do not automate the initial setup of required permissions [17]. This remains a 
manual process which can be a barrier to entry without comprehensive AWS knowledge. 
Addressing this gap, the paper introduces an additional Terraform script that automates the 
creation of these permissions, reducing the manual steps and potential errors.   
 
Included within the repository [18] are the updated scripts, including the aforementioned 
Terraform script, and the entire detailed process of CML deployment. The setup of automated 
permissions within AWS starts by defining an SSH key used for securely connecting to the new 
CML instances and defining the name for an S3 bucket used for storing reference platforms. 
Users then provide their own AWS programmatic credentials and execute the Terraform script 
which executes following actions: 
 
 



● Creates IAM user 
● Creates IAM group 
● Assigns IAM user to the group 
● Creates an S3 bucket for node images 
● Defines S3 policy that allows uploading, downloading, and listing files in the bucket 
● Associates IAM policy with the S3 policy 
● Creates IAM role that associates IAM policy with S3 access 
● Associates EC2 full access policy to the IAM group 
● Associates S3 access policy to the IAM group 
● Creates a PassRole policy that allows passing of the IAM role to the EC2 instance 
● Assigns the PassRole policy to the IAM group 
● Associates generated SSH key with all provisioned EC2 instances 
● Generates Access Key and Secret Key from the IAM user and stores it in a .csv file 

 
Following the permission setup, a script is used to upload reference platforms from the refplat 
ISO, which is compatible with both Linux and MacOS systems. The script starts a dialog 
confirming the upload of CML binary as shown in Fig. 6, followed by a selection screen for 
image uploads, Fig. 7, where all images are suggested to be uploaded. Progress is visually 
displayed during the upload process, shown in Fig. 8. 
 
The final stage involves using Cisco DevNet provided Terraform script to finalize CML 
deployment. Once the process is complete, CML can be accessed by the given IP address with 
the output web page as shown in Fig. 4, and when using configured credentials, Fig. 5 is the 
screen that authenticated users see.  
 
 

 
Figure 6. AWS S3 upload dialog regarding CML installation file. 

 

 



 

 
Figure 7. AWS S3 upload dialog regarding individual platforms. 

 
 
 
 
 



 
Figure 8. AWS S3 upload progress. 

Labs 
 
In this section, we will describe thirteen practical lab exercises that cover a variety of use cases 
supported by CML. These labs are fully functional and can be directly integrated into networking 
courses [19]. Each lab is independent and educators can easily change the order of the labs 
depending on their coursework goals. The configuration of each lab can easily be modified for 
additions and variations, if desired. CML with these labs can be installed on school servers 
running VMWare ESXi or WMWare Workstation as well as AWS cloud and then accessed by 
students using a web browser remotely. This reduces the barrier to entry as any web browser can 
access the labs. The following labs are presented in no particular order and can be re-ordered 
based on the requirements of networking classes. 
 

1. DHCP Lab 
2. VLAN Lab 
3. RSTP Lab 
4. Dual Stack IPv4 and IPv6 Lab 
5. NAT Lab 
6. VRRP Lab 
7. OSPF Lab 
8. Security ACL Lab 
9. GRE + IPSec Lab 



10. ASA IPSec Lab 
11. Advanced OSPF Troubleshooting Lab 
12. Security OSPF Takeover Lab 
13. IoT Lab 

 
DHCP Lab: 
 

 
Figure 9. DHCP Lab with two desktops, a switch, Main Router, and a Target Server. 

 
Description:  
 
This lab is designed to teach the fundamentals of the Dynamic Host Configuration Protocol 
(DHCP). DHCP dynamically assigns IP addresses and other network configuration parameters to 
devices. This lab includes observing DHCP client and server interactions, including 4 DHCP 
messages: Discover, Offer, Request, and ACK messages.  
 
Students will configure a DHCP server on the Main Router to offer dynamic network 
configuration for 192.168.1.0/24 network. The setup should enable Desktop 0 and Desktop 1 to 



obtain IP addresses from this DHCP server and maintain connectivity with the Target Server 
located at IP address 10.0.0.1. 
 
CML offers a feature that supports packet capture on network links by clicking on a link and 
selecting ‘Packet Capture’ as shown in Fig. 10, which allows for observing network traffic in the 
CML web interface as shown in Fig. 11. In addition to using the web interface for analysis, 
captured packets can be downloaded in pcap form and analyzed in Wireshark as shown in Fig. 
12.  

 
Figure 10. DHCP Lab Packet Capture dialog box. 

 

 
Figure 11. DHCP Lab Packet Capture in CML. 



 
 
 
 
 

 
Figure 12. DHCP Lab Packet Capture in Wireshark. 

Learning Outcomes: 
Upon completing this lab, students will gain an understanding of the Dynamic Host 
Configuration Protocol (DHCP) and its significance in dynamically assigning IP addresses and 
network configuration parameters. Through configuring, observing, and analyzing DHCP 
interaction, students will learn the necessary skills for ensuring devices within a network are 
appropriately configured with IP addresses and other essential network settings, preparing them 
for more complex network configuration and troubleshooting tasks. 
 
VLAN Lab: 

 
Figure 13. VLAN Lab with three desktops, three switches, Main Router, and a Target Server. 



Description:  
 
In this lab, we explore the concepts of Virtual Local Area Networks (VLANs) which logically 
separate physical networks as seen in Fig. 13.  
 
Students will configure two VLANs, VLAN 10 and 20, across three switches. The configuration 
requires that Desktop 0 is assigned to VLAN 10 while Desktops 1 and 2 should be assigned in 
VLAN 20. Each switch interface connected to desktops must properly tag the traffic according to 
VLAN membership and preserve these tags across links between switches and the router. The 
Main Router should be configured with two subinterfaces correlating to each of the two VLANs. 
IP addresses need to be configured on all of the devices according to the network design with 
VLAN 10 configured for 192.168.10.0/24 network and VLAN 20 for 192.168.20.0/24 network. 
Successful configuration will enable every desktop to communicate with Target Server at 
10.0.0.1, as well as every other desktop. For students seeking extra credit, configuring Access 
Control List (ACL) on the Main Router to block inter-VLAN communication will restrict 
desktops to reaching desktops in other VLANs while still being able to reach the Target Server.  
 
Learning Outcomes: 
Upon completing this lab, students will develop a foundational understanding of how Virtual 
Local Area Networks (VLANs) operate within network infrastructure, learning to configure and 
manage VLANs to enhance network segmentation and security. Students will acquire the skills 
necessary to effectively assign devices to VLANs, manage traffic tagging on switch interfaces 
and set up routing to facilitate communication across segmented networks. Students will 
demonstrate their competence in creating network configurations that support both restricted and 
unrestricted communication paths. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



RSTP Lab: 

 
Figure 14. RSTP Lab with three desktops, three switches, Main Router, and a Target Server. 

Description:  
 
This lab intends to teach Rapid Spanning Tree Protocol (RSTP) concepts. RSTP enhances 
traditional Spanning Tree Protocol (STP). It is used to prevent loops in the switched network by 
blocking certain ports and removing the loop in software, but physical redundancy still exists, 
and if any link failure occurs, ports blocked by Spanning Tree will be unblocked. RSTP is 
significantly quicker than traditional STP, offering much quicker recovery while ensuring loop 
prevention. 
 
Students will configure RSTP on all switches and ensure that Switch 0 has the highest priority 
and is always the root of the network for all of the VLANs. Additionally, ports going to desktops 
should transition quickly to a forwarding state and should block BPDUs in the case that they are 
discovered on those ports. This requires a separate configuration on those ports.  
 
 
 



Learning Outcomes: 
Upon completing this lab, students will gain an understanding of Rapid Spanning Tree Protocol 
(RSTP) and its advantages over traditional Spanning Tree Protocol (STP) in preventing network 
loops. They will learn to configure RSTP across multiple switches, ensuring efficient and quick 
network recovery while maintaining physical redundancy. By prioritizing Switch 0 as the root in 
the network configuration, students will demonstrate their ability to control network topology.  
 
 
Dual Stack IPv4 and IPv6 Lab: 

 
Figure 15. Dual Stack IPv4 and IPv6 Lab with two desktops, two switches, and two routers.  

Description:  
 
This lab introduces the concepts of dual stack IPv4 and IPv6 networking. The example in Fig. 15 
is a very common setup since the industry is attempting to move to IPv6, and until IPv4 is 
completely phased out, dual stack networking needs to exist to continue to support both 
networks.  
 
The task behind this lab is for students to configure IPv4 and IPv6 addresses on Routers 0 and 1 
and appropriately configure static routing between the two routers to ensure connectivity 
between Desktop 0 and 1. The successful configuration will allow communication between the 
two desktops.  
 
Learning Outcomes: 
Upon completing this lab, students will develop an understanding of dual stack IPv4 and IPv6 
networking, recognizing the necessity for simultaneous support of both protocols as the industry 



transitions towards IPv6. By configuring both IPv4 and IPv6 addresses on Routers 0 and 1, 
students will learn the details of managing a network that operates with dual protocol stacks. By 
setting up static routing between the two routers over both IPv4 and IPv6, students will ensure 
connectivity between devices, demonstrating their ability to maintain network communication in 
a mixed protocol environment. 
 
NAT Lab: 
 

 
Figure 16. NAT Lab with two desktops, a switch, Main Router, ISP Router, and a Target Server. 

Description:  
 
This lab explores Network Address Translation (NAT), a protocol that performs network 
translation, which is vital for extending the IPv4 address space. NAT was developed in response 
to the impending exhaustion of IPv4 space as well as the definition of private address ranges as 
defined in RFC 1918 [20], namely 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/24 networks. 
These ranges are commonly used in residential and commercial settings where they are 
appropriately translated to one or more public IP addresses. At the edge of the network, a router 
connecting to the Internet Service Provider (ISP) performs NAT from a private IP address to a 
public IP address. 



 
Students will configure DHCP on the Main Router interface to receive a dynamic IP address by 
the ISP and then configure NAT to translate internal network 192.168.1.0/24 to the address 
received by the ISP. This is also called Port Address Translation (PAT), as every private IP 
address will be translated to one public IP address and tracking of connections will be done 
based on port numbers, rather than by a direct translation between one private and one public IP 
address. At the end of the lab, Desktop 0 and 1 should be able to reach the Target Server at 
100.100.100.100.  
 
Learning Outcomes: 
Upon completing this lab, students will understand the practical application of Network Address 
Translation (NAT), understanding its role in extending the IPv4 address space and facilitating 
private-to-public IP address translation as outlined in RFC 1918. This process involves 
translating multiple private IP addresses to a single public IP address, ensuring devices within a 
private network can access external resources. 
 
VRRP Lab: 
 

 
Figure 17. VRRP Lab with two desktops, a switch, two routers, ISP Router, and a Target Server. 



Description:  
 
This lab introduces concepts of Virtual Router Redundancy Protocol (VRRP). VRRP is a 
protocol that is used to create a virtual IP address shared between multiple routers, primarily for 
default gateway redundancy.  
 
Students will configure Router 0 and Router 1 with VRRP. Both routers should monitor the 
external interface, and if one goes down, the other router should assume the default gateway role 
for the network. Additionally, both routers should use authentication and Router 0 should be 
configured with higher priority. The successful implementation will be demonstrated by 
seamless transition of the gateway between routers when the external interface goes down.  
 
Learning Outcomes: 
Upon completing this lab, students will understand the benefits of the Virtual Router 
Redundancy Protocol (VRRP), particularly its role in ensuring default gateway redundancy 
through the creation of a virtual IP address shared by multiple routers. Students will learn how to 
maintain network reliability and continuous access despite external network failures.  
 
OSPF Lab: 
 

 
 

Figure 18. OSPF Lab with three desktops and three routers. 



 
 
Description:  
 
This lab focuses on Open Shortest Path First (OSPF), a dynamic routing protocol that uses 
Dijkstra’s algorithm to determine the shortest path for each network route.  
 
Students are tasked to configure Routers 0, 1, and 2 with OSPF where all networks are advertised 
with OSPF. Successful implementation will be indicated by the connectivity between each of the 
Desktop computers. Additionally, no OSPF advertisements should be sent on interfaces 
connected to desktops.  
 
Learning Outcomes: 
Upon completing this lab, students will gain an understanding of the Open Shortest Path First 
(OSPF) protocol, understanding its application in dynamically determining the most efficient 
network routes using Dijkstra’s algorithm. The task of preventing OSPF advertisements on 
interfaces connected to desktops will introduce students to selective routing advertisements and 
the importance of minimizing unnecessary network traffic. Successful connectivity among the 
Desktop computers will demonstrate the effective application of OSPF in real-world networking 
scenarios. 
 
Security ACL Lab: 

 
Figure 19. Security ACL Lab with three desktops, a switch, and Main Router.  



 
Description:  
 
This lab introduces the principles of Access Control Lists (ACLs), which are crucial for network 
security. ACLs enable network administrators to control the traffic flow and access within a 
network based on specified rules.  
 
Students will simulate an attack with a defensive action taken by the network administrator. The 
entire network is one, flat network on VLAN 10. A Malicious User discovered that telnet to the 
Router is possible with username ‘cisco’ and password ‘cisco’. These are the same credentials 
used by the Network Administrator, who also logs into the Router and then configures ACL to 
only allow the administrator’s IP address. At this point the Malicious User should not be able to 
telnet to the Router anymore. For extra credit, two additional tasks can be given to students. The 
first is to configure SSH instead of telnet. The second task is to move Network Administrator to 
VLAN 20 and appropriately configure that entire network for the allow list, which would not 
allow Malicious User to just assume the Network Administrator’s IP address in VLAN 10 for 
access to the Router.  
 
Learning Outcomes: 
Upon completing this lab, students will understand the role of Access Control Lists (ACLs) in 
enhancing network security. By simulating an attack and implementing defensive measures, 
students will gain practical experience in securing the network. Students will identify a security 
loophole that allows a Malicious User to gain unauthorized access and then configure an ACL to 
restrict access, thwarting further unauthorized access attempts. This lab emphasizes the 
importance of robust security configurations and network segmentation strategies in 
safeguarding network resources against unauthorized access. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



GRE + IPSec Lab: 

 
Figure 20. GRE + IPSec Lab with two desktops, two switches, and two routers as well as 5 ISP routers. 

Description:  
 
This lab is designed to teach encapsulation and encryption techniques in networking. 
Encapsulation and encryption are fundamental concepts for securing data transmission across 
networks. This lab will demonstrate these concepts using Generic Routing Encapsulation (GRE) 
and Internet Protocol Security (IPSec).  
 
Students will begin by configuring a GRE tunnel between Router 0 and 1, establishing 
connectivity between two private subnets. This will enable Desktop 0 to communicate with 
Desktop 1. The first part of the task involves monitoring traffic over the router and ISP links 
using Wireshark to observe the data transmitted between two desktops.  
 
The next step is to enhance security by configuring an IPSec tunnel over the existing GRE 
tunnel. This will encrypt the data being transferred. Students must then repeat the monitoring 
process to observe that the communication between Desktop 0 and Desktop 1 is now 
encapsulated within ESP (Encapsulating Security Payload) headers, indicating that the data is 
encrypted as it traverses the internet. This will highlight the effectiveness of encryption in 
securing data transmission. 



Learning Outcomes: 
Upon completing this lab, students will understand the concepts of encapsulation and encryption 
as methods for securing data transmission across networks. By establishing a Generic Routing 
Encapsulation (GRE) tunnel between two routers, students will first demonstrate the capability to 
link two private subnets and then using Wireshark students will monitor the traffic to observe 
that data is not encrypted. Students will then enhance network security by overlaying the GRE 
tunnel with an Internet Protocol Security (IPSec) tunnel. This step introduces students to the 
process of encrypting data in transit. By configuring IPSec, students will learn to apply 
encryption standards to protect data, observing the change through Wireshark as data packets are 
now encrypted. This direct comparison before and after encryption implementation will 
emphasize the effectiveness and necessity of encryption in protecting data across the internet. 
 
ASA IPSec Lab: 

 
Figure 21. ASA IPSec Lab with two desktops, two switches, two firewalls as well as 5 ISP routers.  

Description:  
 
This lab is designed to teach encapsulation and encryption techniques in networking using 
Adaptive Security Appliance (ASA) firewalls. Students will learn ASA command line syntax 
and implement IPSec with ASA firewalls. This will help students understand the implementation 
using ASA when compared to traditional Cisco routers.  
 



Students will configure an IPSec tunnel that encapsulates and encrypts data between two 
networks, establishing secure connectivity between two private subnets. The students should 
monitor traffic over the router and ISP links and observe that data transmitted is encrypted. 
 
Learning Outcomes: 
Upon completing this lab, students will understand the concepts of encapsulation and encryption 
as methods for securing data transmission across networks, focusing specifically on the use of 
Adaptive Security Appliance (ASA) firewalls. The lab is designed to familiarize students with 
ASA command line syntax, differentiating the implementation of IPSec on ASA firewalls from 
its configuration on traditional Cisco routers. 
 
 
Advanced OSPF Troubleshooting Lab: 

 
Figure 22. Advanced OSPF Troubleshooting Lab with 4 desktops, 6 routers, and a Target Server. 



Description:  
 
This advanced lab focuses on troubleshooting an already configured OSPF (Open Shortest Path 
First) network. The objective is to provide students with a practical understanding of common 
OSPF misconfigurations and their solutions. 
 
The existing OSPF network is already configured, but it has 3 different misconfigurations that 
students will discover. All desktops should be able to reach Target Server, but only Desktop 2 
can reach it with this configuration. Students will discover these issues and remedy them. Each 
issue remedied will allow connectivity between a desktop and the Target Server.   
 
Learning Outcomes: 
Upon completing this lab, students will enhance their skills in troubleshooting and resolving 
common misconfigurations within an OSPF network. This lab is designed to simulate a real-
world scenario where students are presented with a network that, while already configured for 
OSPF, suffers from connectivity issues due to three distinct misconfigurations. This lab will not 
only improve their technical proficiency in troubleshooting OSPF networks but also cultivate 
critical thinking and problem-solving skills essential for network engineers.  
 
Security OSPF Takeover Lab: 

 
Figure 23. Security OSPF Takeover Lab with two desktops, three switches, three routers, and a Malicious Router. 



Description:  
 
This lab aims to teach the security issues associated with the Open Shortest Path First (OSPF). It 
focuses on the risks of a poorly secured OSPF network and how it can be exploited by a 
malicious entity. 
 
The first part of the lab involves students observing the configuration of existing routers in the 
OSPF network which was set up with minimal security. Students are tasked with configuring a 
Malicious Router to join this OSPF network. Their objective is to create a disruptive OSPF 
advertisement that redirects traffic meant for the real server at 10.10.10.10. The successful 
execution of this task will be evidenced by Desktop 1 being unable to reach Desktop 0 due to the 
rogue advertisement. 
 
The second part of the lab involves addressing the security issues of this OSPF network. Students 
will enhance the security by blocking unauthorized OSPF advertisements with the end goal of 
reestablishing secure network routing and preventing the Malicious Router from affecting 
network traffic.  
 
Learning Outcomes: 
Upon completing this lab, students will gain an understanding of the security vulnerabilities 
inherent in OSPF networks and the critical importance of implementing robust security measures 
to mitigate these risks. This two-part lab is designed to first expose students to the practical 
implications of minimal security configurations within OSPF networks, allowing them to witness 
how such vulnerabilities can be exploited by a malicious entity. This first part of the lab aims to 
illustrate the ease with which network routing can be compromised without adequate security, 
providing a realistic example of the potential consequences of such attacks. The second part of 
the lab shifts focus towards remediation and enhancement of network security. This experience 
will equip students with the knowledge and skills necessary to identify and address security 
weaknesses in OSPF configurations. 
 
 
 
 
 
 
 
 
 
 
 



 
 
IoT Lab: 

 
Figure 24. IoT Lab with one router, one server, and an external connectivity to the local network with an IoT 

device.  

Description:  
 
This lab demonstrates Internet of Things (IoT) concepts, particularly the integration of physical 
IoT devices with virtual networks used by CML.  
 
Students will use an External Connector in a bridge mode to connect a physical IoT device, such 
as a Raspberry Pi, to a virtual network within CML. The Raspberry Pi will be configured with 
the address of the G1 interface on the Bridge Router in the CML network as its default gateway. 
G1 interface is the first gigabit Ethernet interface on the router. This will establish connectivity 
between the IoT device and the Server in the virtual network. Through this lab, students will 
learn how to bridge physical and virtual networking components, understand the practical 
applications of IoT connectivity, and gain experience in configuring IoT devices to interact with 
larger network infrastructures. 
 
Learning Outcomes: 
Upon completing this lab, students will gain an understanding of Internet of Things (IoT) 
integration within CML, highlighting the connectivity between physical IoT devices and virtual 
network environments. This lab serves as an experiential learning opportunity for students to 



grasp the importance of IoT in today's technology landscape and acquire hands-on experience in 
configuring network settings to facilitate the integration of IoT devices with virtual networks.  
 
Solutions 
 
Educators can request solutions to all of the labs by reaching out to the author and providing 
public information that they are teaching a networking course, including an educational email 
address.  
 
Conclusion 
 
In conclusion, this paper outlines the potential of Cisco Modeling Labs (CML) in addressing the 
critical gap in practical networking education. The platform offers an accessible solution that 
significantly lowers the barrier to entry for students seeking necessary hands-on experience 
needed for a career in networking. The preconfigured labs presented as part of this paper offer 
educators a robust starting point for teaching a wide range of technologies used in the real world. 
By using these labs, students not only gain theoretical understanding, but they get to practice 
with these technologies in a risk-free environment that is representative of real-world 
configurations. This approach aligns with the findings of studies highlighting the effectiveness of 
Simulation Based Learning (SBL) by improving the acquisition of practical skills and paving the 
way for the next generation of network professionals. 
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Appendix A: Reference Platforms in the lab 

These following reference platforms are represented as nodes within the lab [21]: 
 

1. IOSv: Legacy Cisco IOS router platform. 
 

2. IOSvL2: Cisco IOS Layer 2 switch platform 
 

3. ASAv: Cisco ASA virtual firewall platform. 
 

4. CSR 1000v: Cisco Cloud Services Router, running IOS XE. 
 

5. CAT 8000v: Catalyst 8000v router for SD-WAN, the successor to CSR 1000v, running 
IOS XE. 
 

6. IOS XRv 9000: Virtual router for Service Provider networks, running IOS XR Software. 
 

7. NX OS 9000: Virtual router for Datacenter networks, running Nexus NX-OS Software. 
 

8. Server: Server representation in labs, running Tiny Core Linux. 
 

9. Alpine: Server setup for lab hosts, running Alpine Linux. 
 

10. Desktop: Host representation with a graphical desktop, running Alpine Linux. 
 

11. Ubuntu: Server setup for lab hosts, running Ubuntu Linux. 
 

12. Trex: Server setup for utilizing Trex traffic generator, running Alpine Linux. 
 

13. WAN Emulator: Provides metrics on packet loss, latency, and throughput limitations, 
running Alpine Linux. 

 
 


