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Absrtact

Effective cybersecurity education requires a pragmatic approach to guarantee that students not only
comprehend theoretical principles but also can implement them. Conventional lecture-based education
is inadequate in conveying the dynamic nature of network-based attack and response techniques. This
research aims to fill this need by examining the incorporation of testbed networks and live exercises into
a network security curriculum.

1. Introduction

Learning information security can be challenging for new students, regardless of their background.
Various factors contribute to the complexity of the field. Information security is filled with technical
terminology and acronyms, which can be rough for new students to understand. Also, understanding
computer networking, software execution, and operating systems is crucial for comprehending
information security concepts[1]. Information security is always evolving as new threats and
technologies emerge. Continuous learning and adaptability are needed to keep up. Mastering
information security is a daunting task for all students, irrespective of their background[2]. Concepts
such as networking and software execution pose significant challenges that require a great deal of effort
to overcome.

A virtual machine (VM) is a piece of technology that lets you build a model computer within your actual
computer([3]. It enables the simultaneous use of numerous operating systems on a single computer. If
your main computer runs Windows, for instance, you may use a virtual machine (VM) to run Linux or
another operating system on the same hardware[4]. Without the need for separate physical machines,
this virtualization technology offers flexibility and agility for a variety of jobs, including software testing.

Online virtual machines offer a secure and efficient way to work with different operating systems,
irrespective of the locally installed operating system[5]. This enables students to perform complex tasks
and run software that may not be compatible with their primary operating system without the risk of
exposing the underlying system to cyber threats[6]. Moreover, virtual machines provide a safe
environment for conducting experiments and testing applications without affecting the integrity of
university lab computers.



Also, the development of e-learning has transformed the education sector by providing a flexible and
individualized approach, which frequently stands in stark contrast to the inflexibility of old educational
approaches[7]. This kind of learning has thrived especially in diverse areas, such as IT security education.
Nevertheless, e-learning in IT security education encounters a notable obstacle: the issue of delivering
practical experience owing to the absence of physical closeness.

In the field of IT security education, online laboratory settings and practical exercises are not only
advantageous, but also vital[8]. These tools enable students to use theoretical knowledge in practical
situations, fostering the acquisition of essential skills necessary for their professional advancement and
expertise in the respective subject[9]. Regrettably, the traditional arrangement of computer labs in IT
security education is burdened with constraints, notably regarding lack of mobility and the exorbitant
expenses linked to their establishment and upkeep[10].

Consequently, it is essential to convert security labs and practical exercises into e-learning forms. This
change is not without its problems. Simulating authentic IT security settings and situations in a virtual
realm necessitates the use of new techniques. To effectively address IT security concerns, it is crucial to
create e-learning platforms that include both interactivity and user-friendliness, while also being strong
enough to accurately replicate the intricate and ever-changing nature of these difficulties[10, 11].

Learning information security can be challenging, regardless of one's background. Various factors
contribute to the complexity of the field. Information security is often filled with technical terminology
and acronyms that can be difficult for new students to understand[12]. Additionally, understanding
computer networking, software execution, and operating systems is crucial for comprehending
information security concepts. Information security is constantly evolving, and new threats and
technologies continuously emerge. Therefore, continuous learning and adaptability are essential to keep
up with the changes[13]. Mastering information security can be daunting for all students, and concepts
such as networking and software execution pose significant challenges that require much effort.

A virtual machine (VM) is a technology that allows building a model computer within the actual
computer. It enables the simultaneous use of multiple operating systems on a single computer. For
instance, if your main computer runs Windows, you may use a virtual machine (VM) to run Linux or
another operating system on the same hardware[14]. This virtualization technology provides flexibility
and agility for various tasks, including software testing, without requiring separate physical machines.

Online virtual machines offer a secure and efficient way to work with different operating systems,
regardless of the locally installed operating system. the development of a Cybersecurity Online Virtual
Machine Lab (COVML) that offers desktop virtualization, allowing a desktop operating system to be
executed and controlled on a server in a data center. This enables students to perform complex tasks and
run software that may not be compatible with their primary operating system without the risk of
exposing the underlying system to cyber threats[15]. Moreover, virtual machines provide a safe
environment for conducting experiments and testing applications without affecting the integrity of
university lab computers[16].

We propose the development of a Cybersecurity Online Virtual Machine Lab (COVML) that offers
desktop virtualization, allowing a desktop operating system to be executed and controlled on a server in
a data center.



A COVML, or Computer-based Virtual Modeling and Learning, is a digital environment often used for the
purposes of teaching, practicing, or doing research in the field of cybersecurity. These laboratories
provide a controlled and separated environment where users may acquire knowledge and conduct
experiments related to different cybersecurity ideas and techniques, without exposing real systems or
networks to any potential damage.

Users may access the desktop on COVML from a variety of devices, such as thin clients, PCs, or other
devices, across a network. This enables the consolidation of desktop administration, enhanced security,
and perhaps decreased expenses related to hardware.

Designing a platform with multiple virtual machines for information security students to gain practical
experience and necessary skills. In information security education, this platform is a valuable tool for
students to enrich their learning experience[17]. Providing a practical learning environment enables
students to apply theoretical knowledge to real-world scenarios, effectively preparing them for a career
in cybersecurity. This platform facilitates a comprehensive approach to learning, encompassing
theoretical concepts and practical skills, ultimately ensuring a well-rounded education in information
security[18].

A COVML, or Computer-based Virtual Modeling and Learning, is a digital environment often used for the
purposes of teaching, practicing, or doing research in the field of cybersecurity. These laboratories
provide a controlled and separated environment where users may acquire knowledge and conduct
experiments related to different cybersecurity ideas and techniques, without exposing real systems or
networks to any potential damage[19, 20]. The following the advantage of A COVML, or Computer-based
Virtual Modeling and Learning:

Users may access the desktop on COVML from a variety of devices, such as thin clients, PCs, or other
devices, across a network. This enables the consolidation of desktop administration, enhanced security,
and perhaps decreased expenses related to hardware.

Hands-On Learning: Interact with natural operating systems, applications, and network configurations in
a controlled environment to gain practical experience[21].

Experimentation: Students can explore security scenarios and vulnerabilities by testing various security
programs, tools, and configurations[22].

Skill Development: Develop essential cybersecurity skills such as network security, system hardening,
malware analysis, penetration testing, and incident response[23].

Real-World Simulation: Simulate real-world cybersecurity threats, allowing students to apply their
knowledge in practical scenarios[24].

Safe Environment: Learn and experiment in a safe, isolated environment without risking natural systems
or networks[4].

Also, Diverse Environments deals with various operating systems and network setups by working with
different IT landscapes. Collaboration which teamwork and problem-solving skills by participating in
group projects, penetration testing exercises, or capture-the-flag (CTF) competitions with your peers. A
COVML provides a continuous learning platform allows individuals to keep learning and refining their
skills at any time[25]. This is particularly useful in fields where new technologies and threats are
constantly emerging. Scalability is another important feature of a COVML which is crucial to
accommodate the increasing number of students and evolving educational needs[7].



It is essential to teach students about ethical cybersecurity practices. This will provide them with the
necessary skills to responsibly test and secure computer systems. By emphasizing the importance of
ethical behavior in cybersecurity, we can help to create a culture of trust, integrity, and responsibility in
the field. This will benefit individual students and contribute to a more secure and stable digital
landscape for all users[7, 26].

2. COVML Safe Environment for Learning and Testing:

Cybersecurity refers to the practice of protecting computer systems, networks, and data from
unauthorized access, damage, or theft. VM laboratories provide a distinct and essential setting for
education and experimentation, particularly in the field of information security. These laboratories
provide a secure environment where users may explore many facets of cybersecurity without the
inherent dangers connected with real-world systems. The significance of this facet of cybersecurity
training is crucial for several reasons[27].

2.1 Exploration of Malicious Software

Malware Analysis in Cybersecurity VM Lab: A significant advantage of using a cybersecurity virtual
machine laboratory is the capacity to securely manage and examine malicious software. Within a
regulated virtual setting, individuals can analyze and deconstruct viruses, worms, ransomware, and other
forms of malicious software to comprehend their mechanisms, without the danger of these harmful
entities propagating to actual networks or systems[28].

2.2 Practicing Hacking Techniques

Dealing in Hacking Techniques: Ethical hacking is an essential proficiency in the field of cybersecurity,
used for defensive and proactive objectives. Virtual machine laboratories provide a controlled
environment for both novice and seasoned cybersecurity experts to hone their skills in hacking
methodologies, including penetration testing and vulnerability exploitation. Gaining practical experience
is essential for comprehending the methods used by attackers and improving defense mechanisms
against such assaults[29].

2.3. Realistic Scenarios Without Real-World Consequences:

Simulated Scenarios with Authenticity and No Actual Ramifications: These laboratories may be
customized to replicate many genuine networks and systems, offering a genuine setting for cybersecurity
drills. The primary benefit is in the fact that any unauthorized access, loss of data, or malfunction that
happens inside the virtual laboratory does not result in actual repercussions, therefore enabling more
assertive experimentation and knowledge acquisition[30].

2.4 Learning from Mistakes

Gaining expertise through failures plays an important role in the field of cybersecurity. VM laboratories
provide a lenient setting where errors are not only tolerated but also considered an important
component of the learning process. Users may acquire knowledge from these blunders without
experiencing the stress or apprehension of inflicting actual harm[30, 31].

3. COVML Tools and Resources



Virtual Machine (VM) laboratories serve as secure environments that function as resource hubs, offering
a diverse range of tools and resources necessary for conducting security testing and analysis. These
technologies are essential for the learning and practice process in cybersecurity, providing users with the
ability to do comprehensive and efficient security assessments. Below is a summary of the many sorts of
instruments and materials often available in these laboratories[32].

3.1 Vulnerability Scanners:

Vulnerability scanners, such as Nessus or OpenVAS, are automated tools used to scan systems and
networks to identify and assess known vulnerabilities. They assist in discovering vulnerabilities in
security measures, such as obsolete software, absent updates, or incorrect setups[33].

3.2 Forensics Tools:

Cybersecurity includes the examination and evaluation of cybercrimes. Autopsy and EnCase are used in
the field of digital forensics to retrieve and examine data from digital media. This process is essential for
comprehending the cause of a security breach and collecting evidence[34].

3.3Intrusion Detection Systems (IDS):

Intrusion Detection Systems (IDS): Tools such as Snort are used to oversee network traffic, detecting any
anomalous behavior or breaches in security. They are crucial for acquiring the skills necessary to identify
and promptly react to malevolent actions in real-time[32].

3.4 Web Application Security Tools

Given the widespread use of web-based services, it is essential to use tools such as OWASP ZAP and Burp
Suite to assess the security of online applications. They assist in detecting prevalent vulnerabilities such
as SQL injection, cross-site scripting, and other security deficiencies in online applications[35].

3.5 Security Information and Event Management (SIEM) Systems, such as Splunk or ELK Stack, are used
to do immediate analysis of security alarms produced by applications and network devices. They are
essential for comprehending the broader scope of network security[32].

3.6 Scripting and Programming Tools: Capability in scripting and programming tools is crucial for
cybersecurity. Laboratories often include development tools for the purpose of authoring, evaluating,
and executing scripts or programs that automate security duties or analyze data[36].

3.7 Sandbox Environments: To safely analyze malware, sandboxing tools are used to isolate malicious
software in a secure environment to observe its behavior without risking the lab's integrity[22].

4-The architecture of a Cybersecurity Online Virtual Machine Lab (COVML) Architecture

The COVML architecture plays a vital role in virtualization technology, allowing multiple operating
systems to run simultaneously on a single physical hardware host. This is made possible by creating a
virtual machine that emulates the hardware of a physical machine, including its processor, memory,
storage, and network interfaces. The virtual machine is isolated from the host machine, which means
that the operating systems running on it are also isolated from one another[36]. This isolation provides
security and prevents interference between the multiple operating systems sharing the same hardware.



The COVML architecture achieves this by using a hypervisor, a software layer between the host
machine's physical hardware and the virtual machines. The hypervisor manages allocating resources to
each virtual machine and coordinates communication between them[18]. The COVML architecture is a
crucial component of virtualization that enables efficient use of hardware resources by allowing multiple
operating systems to coexist on a single physical machine.

SB!}UOJ pue a|ljoid NA < >

5100} JuawaBeuey WA

\ VM instance server
Users VM Portal
Applications

[

CcovML

Figure 1.1 a Cybersecurity Online Virtual Machine Lab (COVML) Architecture

4.1VM Profile and configs:

A VM profile is a collection of specifications and configurations that describe the hardware and software
attributes of a virtual machine. It includes details such as the amount of memory, the number of CPUs,
the size and type of storage, the operating system, and any installed software[7]. A VM profile is
essential for creating and managing virtual machines as it provides a blueprint for the desired
configuration. By defining a VM profile, users can ensure that their virtual machines have the necessary
resources to run their applications and perform their intended tasks efficiently.

4.2Virtual Machine (VM) management

Virtual Machine (VM) management tools are software programs specifically developed to oversee and
maintain virtual machines inside a virtualized environment. These technologies provide capabilities for
generating, altering, monitoring, and overseeing virtual machines (VMs) on various hosts and
clusters[35]. Below is a summary of many widely used virtual machine (VM) management tools and their
respective functionalities.

5. Conclusion:
Cybersecurity Virtual machine laboratories are an essential instrument in the realm of information



security education and practical application[31]. They provide a protected and regulated setting in which
the perilous and sometimes hazardous components of cybersecurity jobs may be examined and
executed securely and efficiently. Practical experience is essential for acquiring the skills and knowledge
necessary to safeguard against and address cyber dangers in real-life situations.

The integration of these tools and resources inside a Cybersecurity VM lab offers a full array for training,
experimentation, and skill development in many areas of cybersecurity. They enable learners and
practitioners to stay ahead in the rapidly evolving field of cybersecurity by offering hands-on experience
with the tools and techniques used in real-world scenarios.
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